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This project provided cryptographic schemes which are not only ensure security against quantum
computers but are also implementable in practice. These schemes will safeguard the interconnected
individuals in the next-generation network against the next-generation adversaries with quantum
computers.

The research to construct practical quantum computers is making dramatic
progress. However, the ability of quantum computers to efficiently solve prime factorization and
discrete logarithm problems poses a threat to standard cryptography schemes, which rely on the
difficulty of these problems for their security. Several cryptographic schemes have been designed to

withstand attacks from quantum computers, but most of them suffer from issues related to
theoretical security guarantees and implementation feasibility. In this research project, we have
successfully developed cryptographic schemes that solve these problems based on the following
paradigms: schemes with pure binary field representation, decision-type computational problems that
are challenging even for quantum computers, and information-theoretic security. The results of this
project have already been published in several journals and presented at peer-reviewed international
conferences.
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