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Searchable encryption is a technology that entrusts encrypted database to
the cloud and performs keyword searches while the data is encrypted without leaking the private
information. In this research, we examine the update functionality of the database where pairs of
documents and keywords are kept securely and efficiently using symmetric key encryption.

A patent application has been filed for a single-user type dynamic searchable encryption (DSSE) that
can update the database in the server at anytime.

On the other hand, after scrutinizing representative paper (Currtmola et al. 2003), we pointed out

that infinite loops may occur in SSE-1 when searches are performed under unexpected conditions, and

that a subtle information that is not allowed by an improved security definition is leaked in SSE-2.
So we formulated a strong forward security. The method for solving the point-outed problems and the
DSSE method for which the patent application was filed have been integrated into a full paper.
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(Curtmolaetal. 2003 )
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4.2 SSE-1

S3E-1

as (al, k) fpemees >

Original
SSE-1
l‘

Our modified
SSE-1
A-2) NO
(Non-neg.) | parse Table[my, (w")] @ fi, (W) D(k, Array[ai D] ... Send the
= Qltstk correct result

A-1) YES
(Non-neg.)

Send the
correct result

Table Array

i=i+1
8-2) NO parse D(k/, Array[a;]) 4
(Non-neg. *) as (id', afyy, kiyy )
C-2) NO
, f’;yn\rr:; N (Overwhelming)
rra
y Send the C-1) YES
correct result (Negligible)
* It depends on maxpg Send the
wrong result
5 SSE-1
( ) 5 Original SSE-1
Array

Table
5 Our Modified SSE-1

1:
Y. Watanabe, K. Ohara, M. Iwamoto, and K. Ohta
Efficient Dynamic Searchable Encryption with Forward Privacy under the Decent Leakage
Proc. of ACM CODASPY 2022

2:
Y. Watanabe, T. Nakai, K. Ohara, T. Nojima, Y. Liu, M. Iwamoto, and K. Ohta
How to Make a Secure Index for Searchable Symmetric Encryption, Revisited
IEICE Transactions on Fundamentals Vol. E105-A(12) 2022 pp. 1559-1579

2019-111977  2019/06/17
7276767 2023/05/10



17 16 1 6

Y. Watanabe, T. Nakai, K. Ohara, T. Nojima, Y. Liu, M. Iwamoto, and K. Ohta E105-A(12)

How to Make a Secure Index for Searchable Symmetric Encryption, Revisited 2022

IEICE Transactions on Fundamentals 1559-1579
DOI

10.1587/transfun.2021EAP1163

Komano Yuichi Iwamoto Mitsugu Ohta Kazuo Sakiyama Kazuo LNCS 13809

Lightweight Authentication Using Noisy Key Derived from?Physically Unclonable Function 2023

Proc. SeclTC 2022, Lecture Notes in Computer Science, Springer 203 221
DOI

10.1007/978-3-031-32636-3_12

Y. Watanabe, K. Ohara, M. Iwamoto, and K. Ohta -

Efficient Dynamic Searchable Encryption with Forward Privacy under the Decent Leakage 2022

ACM CODASPY 2022 312-323
DOI

10.1145/3508398.3511521

K. Emura, R. Ito, S. Kanamori, R. Nojima, and Y. Watanabe -

State-free End-to-End Encrypted Storage and Chat Systems based on Searchable Encryption 2022

ICEIS 2022 312-323
DOI

10.5220/0011045200003179




Takeshi Nakai, Satoshi Shirouchi, Yuuki Tokushige, Mitsugu Iwamoto & Kazuo Oht

Secure Computation for Threshold Functions with Physical Cards: Power of Private Permutations 2022
New Generation Computing
DOl
10.1007/s00354-022-00153-7
Takeshi Nakai, Yuto Misawa, Yuuki Tokushige, Mitsugu Iwamoto & Kazuo Ohta 39
How to Solve Millionaires’ Problem with Two Kinds of Cards 2021
New Generation Computing 73-96
DOl
10.1007/s00354-020-00118-8
Atsushi Takayasu and Yohei Watanabe 849
Revocable ldentity-based Encryption with Bounded Decryption Key Exposure Resistance: Lattice- 2021
based Construction and More
Theoretical Computer Science 64-98
DOl
10.1016/j .tcs.2020.10.010
Kohei Matsuda, Sho Tada, Makoto Nagata, Yuichi Komano, Yang Li, Takeshi Sugawara, Mitsugu 59
Iwamoto, Kazuo Ohta, Kazuo Sakiyama, and Noriyuki Miura
An IC-level countermeasure against laser fault injection attack by information leakage sensing 2020
based on laser-induced opto-electric bulk current density
Japanese Journal of Applied Physics 02-1-02-12

DOl
10.7567/1347-4065/ab65d3




Takeshi Nakai, Yuto Misawa, Yuuki Tokushige, Mitsugu lwamoto, and Kazuo Ohta

How to Solve Millionaires’ Problem with Two Kinds of Cards 2021

New Generation Computing 73-96
DOl

10.1007/s00354-020-00118-8

Kaoru Takemure, Yusuke Sakai, Bagus Santoso, Goichiro Hanaoka, and Kazuo Ohta LNCS12505

Achieving Pairing-Free Aggregate Signatures using Pre-Communication between Signers 2020

Proc. of ProvSec 2020 65-84
DOl

10.1007/978-3-030-62576-4_4

Tomoki Uemura, Yohei Watanabe, Yang Li, Noriyuki Miura, Mitsugu lwamoto, Kazuo Sakiyama, and -

Kazuo Ohta

A Key Recovery Algorithm Using Random Key Leakage from AES Key Schedule 2020

Proc. of ISITA 2020 382-386
DOl

10.34385/proc.65.C01-10

Yoshiki Abe, Mitsugu lwamoto, and Kazuo Ohta -

How to Detect Malicious Behaviors in a Card-Based Majority Voting Protocol with Three Inputs 2020

Proc. of ISITA 2020 3777381

DOl
10.34385/proc.65.C01-9




65(9)

2020
552-560
DOI
Y. Abe, M. lwamoto, and K. Ohta LNCS11891
Efficient Private PEZ Protocols for Symmetric Functions 2019
Proc. Theory of Cryptography Conference (TCC2019) 372-392
DOI
10.1007/978-3-030-36030-6_15
K. Ohara, Y. Watanabe, M. lwamoto, and K. Ohta E102.A
Multi-Party Computation for Modular Exponentiation Based on Replicated Secret Sharing 2019
IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 1079-1090
DOI
10.1587/transfun.E102.A.1079
K. Ohara, K. Emura, G. Hanaoka, A. Ishida, K. Ohta, and Y. Sakai E102.A
Shortening the Libert-Peters-Yung Revocable Group Signature Scheme by Using the Random Oracle 2019
Methodology
IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 1101-1117

Dol
10.1587/transfun.E102.A.1101




Yohei Watanabe, Yoshihisa Kuroki, Shinnosuke Suzuki, Yuta Koga, Mitsugu Iwamoto, Kazuo Ohta

Card-Based Majority Voting Protocols with Three Inputs Using Three Cards

2018

Proc. International Symposium on Information Theory and Its Applications (1SITA2018)

218-222

DOl
10.23919/1S1TA.2018.8664324

21 4 3
AES
(SC1S2021)
2021
(CsS)
2020
(SC1S2021)

2021




(SC1S2021)

2021
(SC1S2021)
2021
Private PEZ (from TCC 2019)
ISEC
2020

AES

(SCIS) 2020

2020




, , Bagus Santoso, ,

(SCIS) 2020
2020

(SCIS) 2020
2020

private PEZ

(SCIS) 2020
2020

(SCIS) 2020

2020




private PEZ

(CSS) 2019
2019
)

(CSS) 2019
2019
Kazuo Ohta

Strong Forward Privacy for Dynamic Searchable Encryption

Seminar at Google - Searchable Encryption Talk

2019

Kazuo Ohta

Card-based Majority Voting Protocols with Three Inputs Using Three Cards

the International Secure Multi-party Computation Forum

2019




Yoshiki Abe, Mitsugu lwamoto, Kazuo Ohta

How to improve the private PEZ protocol for general functions

The 14th International Workshop on Security (IWSEC2019), poster session

2019
1
2019
(SC1S2019)
2019
(SC1S2019)

2019




Wenjia Wang, Yoshiki Abe, Mitsugu lwamoto, and Kazuo Ohta,

Three-Party Private Set Operation Protocols Using Polynomials and OPPRF

(SC1S2019)

2019

Bagus Santoso and Kazuo Ohta.

Another Look at One-More Discrete Logarithm Problem in Generic Model

(SC152019)
2019
4
Michael Sipser ( /7 ), ( | ), ( | ), ), 2023
« ). « ). « ). « ).
272
L 3 11
Michael Sipser ( /7 ), ( | ), ( | ), ), 2023
« ). « ). « ). « ).
208




Michael Sipser ( /7 ),
« ).

N’

~

), 2023

288

2021

Newton Press

28

7276767

2023

(lwamoto Mitsugu)

(50377016)

(12612)

(Watanabe Yohei)

(40792263)

(12612)




(Nakai Takeshi)

(00926389)

(13904)




