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We have conducted research aimed at developing Unspoofable Biometrics, a
secure biometric verification method against all forms of spoofing attacks, including unknown ones.
Our pursuit of this goal has been approached from two main perspectives: (1) measures against
unknown spoofing attacks, and (2) dealing with unknown spoofing attacks themselves.

With respect to (1), we have succeeded in creating an efficient spoofing detection model with high
accuracy while maintaining a minimal model size. Regarding the second aspect, we have considered
different attack methods, including the use of model inversion attacks, which allowed us to
experimentally evaluate the "security against unknown attacks®™ of our method. Our research efforts
represent a significant leap in strengthening the security measures of biometric verification
systems.
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Smartphone Spoof Attack (USSA) Database
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