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Some of the most serious security threats facing computer networks involve
malware. To prevent malware-related damage, administrators must swiftly identify and remove the
infected machines that may reside in their networks. However, many malware families have domain
generation algorithms (DGAs) to avoid detection. In this research project, we develop a system to
detect malware-infected machines from massive DNS queries. Here, we focus on queried domain names
for the DNSs because name resolution is an unencrypted interaction that always occurs prior to
malware communication. Our system mainly has two features to detect the infected machines by
superficially analyzing DNS queries and to actively collect information about malware families by
forcibly changing their callback destinations.
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