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In recent Kears, the usage of wearable devices in loT environments has
become more and more widespread. This research mainly focus on following three aspects: the wearable
devices security primitives and the multiple contacted devices applications for mutual
authentication mechanism, the security patch update management for vulnerabilities in wearable
devices, user privacy protection and data traceabilty. We developed a general framework and related
cyber security technologies for those loT-enable wearable security concerns. We also introduce Al
and blockchain technologies to enhance our security primitive in the framework. Furthermore, we
proposed technologies for strengthening privacy protection when the data is used for secondary
purposes.
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