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Tamper resistant secure sensing system for vehicle applications
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Recently, advanced driver assistance systems (ADAS) have begun to be
practical use, which detect surrounding objects by range sensors, and notify the driver of warnings
to avoid collisions, as well as systems that automatically control the brake, acceleration, and
steering. In order to increase the safety of such systems, it is essential to detect surrounding
objects properly. However, a method to disable or falsify sensor values by physical attacks from
outside has been presented in academic conferences in recent years. In order to avoid such attacks,
we conducted research on a "tamper-resistant secure sensing systems'.

LIDAR



# X C—-19, F-19—1, z2—19 (&)
1. BB HFIOER
2021 FHIEE KB HEA TWD, et i#Eis > A7 & (ADAS : Advanced Driving
Assistant System) (ZBWTIE, K 1IZRT X%, HaxletrhE2HOTWD. ELEE)
FEATHEIZBW T, 2 b iainzx T4z LIDAR (Laser Imaging Detection And Ranging)
EFHEN DB IR ESND RIALTH 5.
Fo R [ NF—A AT ]

L—H—REERRNREZEY ST BHEEETE AMOBRERLGE RS TS EAEEE
tndn o T D REREE Wi

Eila

tetpymage mmadia oo jpfee/aredes/ 1607 1 4
R LE0T 14 WANOREID 1 jog £ Y 31

Vo omsumEsYy |

T—TIBW g fggarie: 1040 2-selhdd ving
BEEBR  ooospiming lser-prablem/ Y 3IR

B 1. G XS X T A B AR L H BB S S E V() & LIDAR()

— 5T, BT = VT HBEOMBBIETIEIL 2014 B DS O THRE
DR E > TWTEDS, AWFFEBIAGRTIC T 4 DWFFE 7 L— 7 TlE, 2016 4 1 H IR THIO T,
A TR LG, AN D E R Z BN T2 2 LI VIR RRE S 375, EiTllk
EZEREL Y bES G I AT HHBEELWE Lz, K212, WFEBLE Y R o Yot
T 5B EE T 5 E NI OB OFRE F L iz, Ellns 3 HOBER Y 7 —
WA DFRETHDL. WBREFAKRS E7207L, IBREMOBERERNL, 2017 44557
ELZ2o T,

TR
RBEHAE—H— -
hiz haen A

-

ML KE Security Innovationtt SIMEERE/=EEH HBEEII KRS
Ruchir Chauhan, Ryan M. Gerdes . Petit, B. Stottelaar, M. Feiri, F. Kargl, 2%, hEgE, BT, A HE—# BEAKY, WA, “H
and Kevin Heaslip, “Demonstration ~ “Remote Attacks on Automated FHEH, BEER, BHR & 5/VLALDARVATLD REH,

of a False-data Injection Attack Vehicles Sensors: Experiments on A2, SRARKE, IMEE, “HE RAEICHIIIAEFIUTA7,
Against an FMCW Radar,” ESCAR Camera and LiDAR,” Black Hat ARt Yot g B X)) TF45F IEICE, 2016,5A
Europe 2014 Europe 2015 {fi,” SCIS2016, January 2016

B 2. FHEHET SIS TS PRI BEF ] (2017 -3 T)

2. BIEOER

MREDOE R TR L DI, BTk LT LT, WEREBIC L > CHIEES LS AT
HZENHETHS. ABEO ADAS ZEak L T\ 2B o Y 03 ) BB 8 & 52 F I BE H
NRES A END &, EESERHIEORBEL FHHE LLERETICRT 2ERRERE 785,
Z DT OARMIE TIIBRIZH T D5 RN 2L L, EEIct P2V TR 2%
RETAZEAHEME LTz,

3. o FE
AW IS EHEE LTCUT () ~G) D 3 DOTFIETHE A HED . s ED T

SEPET, LROFERBNC —Brd 2078 L LTHZIZ@) 5) 07—~ b FEfi L 7.



WD) ZALFT 7T A b (ToF) FMEEE T Dt & o EFRFE

UV BEEBRELCBERE, WEHBEEA Y= —21%E LEBEEE X7 5
ZEMTEDLTIEEREL, TOMHREBRAT D.

2) B U THEDRE RN & AV T2 B R N

oY EHNT, mﬂ///ﬁLTV%%®@E@%LW%%F%”&m%%wT%
BT 22 L TREENIE S NS EICHBEZ RN 2 FELZRAL, TONREREET
5.

Q)ARFEOE Y EHVVEE =T a—V g

IROMREA AT LRI AT LD 2 SDOEBSL, BEH & LIDAR &y 7 5l
OO N E, REFEHNEHWT, SRECE v ST AN EEE L, [F
RFICHEE & 2 BRI DI E A MRGET 5.

(DMOS A A=V B D7V v ) A ACHiEEHZ R S8 K BEOHE

BN A TR ETHEHA SN TND CMOS A A —2 & s LT, LED BREFIC X - CHEBE
PAbEBZ72H 2T vh ) A RERAEITRG LIZERICHEBESEEZ BESEDL 2 L
TRTER A R S 2 BB TFIEOMREIT .

(5) LIDAR ORFEEDO L X AT 5 Z & CTHNEHEERS L O~ v AMER &2 £ A3 558
LIDAR [ZARAMRZ Al > CTHHEEFHORWA RS 2 2 &N TE 5, B EERERE T3
AOWEE Y THY, AOMEREC~ v TERIEH I TS, 2o Ficxtd 2
TFEAE S S A BCRERNE, K 21258 L7z K 9 ICHLOBFEHEEIC & 0 F4i S 4TV 203, A4F
FETITHEEOL S AN B ONLEHEEC~ v TER E Vo TR ABRIZXH L TED L D ¥
BLE 5250 EHET HM%EEIT .

4. R

W ZALATTFA b (ToF) AR > HIZBT DS STk
[2018 4]

TV EEHBICBWTRAET DB ERIIS LT, HEENXERRELZ THTE R0 21
DT o E LNV AZRKET HFIEON LRSI o, B VEIRBELET L%
B & OB Z KD, HHBEOm < RWZER ZGTRHIITBRE Th 5 LT 5 Fikz
MW, s "B TiEZ RI Lz, ik 2 2019 4 3 A OEEREH T Study of
Ultrasonic—Range—Sensor System with Resistance to Spoofing Attack” &5 %A kL
THEEKLL.

) & v THEDRSRINZA 2 A\ T BB
[2018 4F )]

F PR Y 3 L ORIFZEE: TS L 7= LIDAR OMIBEIE DRERIIZLE AT & LT,
AN 2T 4 ZIT X o TRIFZI ONEEEZ TR L, BREZ BT 5 FEDOFENIZ L 5
REZATe o7, FTo, 2FEAONEY Y O DR, MEHEE] 2V TEEZ
HET DRI e FIEERE LT, ﬁ%%%w¢3ﬂ®.W§ﬁTSwwof%mwm%wm
Using Time-Series Data against Physical Spoofing Attack on Range Sensor” & V)9 %
A PV TRERELE. (K3)

HEIHEOHEHED L OIZT 7 BART L —FIC Lo THEDEHMICZLT HE1E, E
DHER LT 7 ENART L —F 8| & > TR B 2 72 TR ATE &ﬁé.:@%&%




2018 45 6 A OEINFET THi R v U —7 1281 DIREFE 2 H O =R RBIfRITIC X D
WA TFIE] L 0D 2 A PV TRRLE. S5IC, ZOEEZT 30T, HEHEOBRE
FREUES AT DUEEN 2 SNIBRC, ANAHARE THBRCTHS RaspberryPi % AL
TELWERETZATEVATAZIL, 2019 4 1 HOERN¥ES T NERSEZ A0
FRSRBIT RN & 5 Bllk v bV — 2 B T 0 KRB~ OB &5 5 1
FATHRKLE. (K4)

— R E SRR > Y
' R
==z ] $ =3
500 mE ~ BfE > Y . !“—‘W'—Wﬁ“
tf EERo
20 ma | Ac |
- A DRI —RETDFERA LB S N
E 150 = RIIZA 7 B LT BB S AR
2 B0 RETSMETE
B 1007 pEE| | FREE semmnsmeE - mmesn —
A‘l"- BER At’ ( K% R
0 ’ , ‘ ! At B S\t Jj*
B% ERSORERD SENIEEE Hik

=»EHRESHLFENBERATESLSIC

Unprotected

- Protected
Speed-meter

I Speed-meter

L4. FEFE & H B D FFE S R 7 A DEFFBETE X T A

[2019 ]

2018 4> H #yH oD HLH TR AN, H#%ﬂ@{“ﬁ”% vy NU—27ToH%DRW 2 HH
THEZ TRIL, EEOFENSTHIMEE K& B o &%%ﬁﬁ#éi@%&o
7208, Bz RE S FE L LT AutoEncoder % VT, &%#ﬂ%;bm%f T 9 Fik
ZPATE Lo, AR A 2019 425 A OENSHE T lutoEncoder & W H#i R v hU—7
SO T E LHBRMFIEDRSE] &0 D XA ML THRLEZ.

Q) RFEO Y EHN - —T 2 —T g

[2018 4]

TR T —A A=V EEFAREGE V2 AN CHEGRZFH L TRy d+ 5>
AT AERER LT, DOV ATF AEEBEOL— 7 1D U CIRE 2T, 2 MEOEE
AW TF === 2k Ao 72— 9 U TCHEBTY AYORERKSE N M F3
BTl ARER LT, A 2018 4F 6 A ENSET [EBS 4 FIV 7= RGB-FIR 7 2




TR T a—Ta MK DEEAITWIRTER) o Z A ML THEELE. (K5)

RGBA X 5
(2048 x 1536px) [EX

FIRA X Z
(640> 512px)

,
B 5. A[HED Z—a X = o LRI R S et T 2= g
[2019 ]

KW 7T —~ OWNEIZH IR & OBEFEERIEZ 1T, 202043 H 10 HIZy—= A
— R D FRAT ST EFE [ B EES - SR OEBICIT e o BR) o T8 5 &=
REFEBEAMN 2 W2 RGB-FIR B AT ®oH 72— a X8 ITMEGRER &L
THE SN,

(DMOS A A=V Y DTV v ) A ATHEEGFEHRZ R S5 KO

[2018 ]

CMOS A A=V BV HIWESHEDLZEDTEDL TV« JARANE =% I alb—
Tarl, HEEEHEY 7 MU TICB W T A ORHEREREME T T 5 2 L AR Lo, AWF
FEARIE, 2018 9 HOENGET (W ATITkT D7V v - 7 A4 X Nt
DEFE] EWOZA MLV THEELL., HIT, 2 2RO RIROEM, mAT/HT OB %
S tb, e (Duty) oA HIC X A A H L CHEEIC T Y v 2 REI T HEREITV,
FERBIZB W T O BENINT 5 2 & 2R Lo, RRERIL, 2019 4F 3 ADERNRZET 7
Uwdie ) A X HWTEBTERE Y AT DMEEFIEORHE) LW Z A L THRELE.

(5) LIDAR DRFEEZ XA T 5 Z L CTH N EHEES L O~ v AMER &t £ A3 558

[2020 4]

HE# E OBEMIARICHEE S 7 LIDAR 12X LT, BEEOAENS ORHFEEZ XS A
95 Z L2k Y, LiDAR-based SLAM O B CALEHET 2 B BT LA L L, 202047 A
DENZF T [LiDAR-based SLAM (28T 2 BHEHEEDTZHOD ICP T/ Y XL 5
MO A ¢ AR ) L L OB L. 61T, B L TEROKISAEITHI ZET
SLAMIZ X > CTAER SN DN B L/ed 2 L %, %m@lﬂ@.meTHmM%%w
SLAM \Z5F 9~ 2 MR Y A & ¢ o AR Rl B & AR R~ D S B850l ) THRE L.




11 1
AutoEncoder
LSI 2019
2019
RGB-FIR
2018
2018

2018




SCIS 2019

2019

2019

Yuta Kajitani, Hayato Nishimura, Kota Yoshida, Mitsuru Shiozaki , Takaya Kubota, Takeshi Fujino

Study of Countermeasure Using Time-Series Data against Physical Spoofing Attack on Range Sensor

RISP International workshop on Nonlinear Circuit, communications and Signal Processing

2019

Hayato Nishimura,Yuta Kajitani, Kota Yoshida, Mitsuru Shiozaki , Masayoshi Shirahata,Takaya Kubota, Takeshi Fujino

Study of Ultrasonic-Range-Sensor System with Resistance to Spoofing Attack

RISP International workshop on Nonlinear Circuit, communications and Signal Processing

2019




IEICE

2019

LiDAR-based SLAM ICP
2020
LiDAR-based SLAM

SCIS 2021

2020

2020

278







