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Research on statistical analysis models for assessing the risk of cybercrime
victimization and their practical implementation
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The purpose of this study is to build a database that summarizes the
characteristics of cyber-related crimes and to examine a statistical profiling approach for
classifying crime themes (crime profile sets), as well as its utilization methods. The study aims
to: (1) Database construction of crime characteristics related to cyber-related crimes
(characteristics of perpetrators, crime tools, operation, the damage, etc.) (2) Investigation of
statistical analysis approaches for classifying and extracting crime themes from the database. (3)
Development of crime prevention materials based on the aforementioned findings.
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Variables reflecting stalking actions and their difinitions

# Variable N % Definition
Al SMS 143 64.1 Sends frequent Short Message or SNS Message
A2  Entice frined of LINE 102 45.7 Entices friend(follower) of LINE by online *LINE is most popular SNS in Japan
A3 Backbiting on LINE 98 43.9 Posts backbitings to LINE *LINE is most popular SNS in Japan
A4 eMail 95 42.6 Sends frequent email
€1 Invade Privacy 68 30.5 Inavdes the victim's privacy outside his/her home
A5 Follow SNS account 68 305 Continues following SNS account persistently even though prohibited
€2 Insult 54 242 Insults the victim
D1 Threatviolence a7 211 Threatening to cause physical violence/danger to health to the victim
A6 Not clear logs a5 20.2 Refuses to delete logs (photo, diary,tweet) on SNS
E2 Telephone a3 19.3 Makes frequent telephone calls
D2 Threaten to destroy 36 16.1 Threatening to destroy the victim's possessions
A7 Re-follow 35 15.7 Requesting to re-register as a friend of SNS, persistantly
€4 Sextortion 34 15.2 Distributes sexually explicit image and video
A9 Blackmail 32 14.3 Sends frequent mail under an alies
Al10 Fabrication on twitter 23 103 Distributes faburication on Twitter
€3 Rummage 23 103 Rummages through victim's belongings
D3 Threaten suicide 23 103 The restrainee threatens to commit sucide
D4 Threat to kill 17 7.6 Threatening to kill the victim
All Backbiting on twitter 16 7.2 Backbits on Twitter
F1  Follow 16 7.2 Follows or trails the victim
B6 Assault 15 6.7 Physically assaults or attemps to physically assault the victim by hand(kick, punch, strangle)
F2  Visit to home 14 €63 Visits the victime’s home
Al2 Fabrication on Facebook 13 5.8 Distributes faburication on Facebook
B1 Stolen valuables 13 5.8 Steals valuable items from the victim(credit cards, money, etc)
B2 Damage 12 5.4 Destroys or damages victim's belongings
E1 Unwanted object 8 36 Delivers unwanted objects,gifts,photos
A8  Entice friend of Facebook 7 31 Entices friend(follower) of Facebook by online
E3 Letter 5 22 Sends letters
B3 Intrude 4 1.8 Intrudes or tries to intrude into the victim's home without permission
B4 Stolen belongings a 18 Steals victim's personal belongings(diary, letters, etc)
B5 Attemp to kill 3 13 Attepts to kill the victim
D5 Threatother 3 13 Threatening to arrange for some other person to damage the victim
F3 Stay against wish 3 1.3 Stays in the victim's home against their wishes
F4  Visit to office or school 3 13 Visit teh victim’s office or school
D6 Threat to harm family or friend 1 04 Threaening to harm victim’s family or friends
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