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Because of the rapid diversification of cyber attacks, it is important to
consider novel approaches, which have high adaptability to attack changes, based on decision making
and learning of brains.

First, we introduced collective decision making in animal groups to self-organizing systems. In
detail, we adapted the concept of flexible leadership to channel selection in wireless sensor
networks, and demonstrated that with the proposed mechanism, appropriate channels could be selected
according to environmental changes. Next, we focused on a mobile robot with wireless communication,
proposed QoS-based anti-jamming mobile control mechanism based on reinforcement learning. We

reveaied that with the proposed mechanism, the agent could learn mobile scheme that avoid jamming
attacks.
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