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We researched a new mitigation method for DDoS attacks. The proposed method
handles network traffic with hardware ACL filters on PCl Express (PCle) devices, and the filter
rules are stored on the host memory of the host PC connected with PCle. In the method, the filter
circuit operates the host memory by DMA. Thus, it enables high throughput DDoS mitigation with large

memory space.
And we proposed a prototype environment for developing PCle hardware by network programming. As

this result, the proposed method has contributed to simplifying the research and development for
network hardware.
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