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Computers are widely used and also become a target of attacks aiming
acquisition of information on the computer. Protection for essential services such as security
software logging programs (we call these services essential services) is important. To avoid attacks

on essential services, we proposed a method to make the behavior of the essential services
invisible to attackers. The method monitors the behavior of the essential services on a virtual
machine and transfers the processing to another virtual machine. With the proposed method, attacks
on the virtual machine cannot monitor the communication of the essential service so finding the
attack target becomes difficult.
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