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This research has developed fundamental technologies to guarantee the
authenticity of the electric circuits, which are modified with hardware Trojans (HT), which use
intentional electromagnetic interferences (IEMI) to trigger HT' s malicious function, which leaks
information via radio wave. This research calls the HT using IEMI RFHT (radio-frequency HT). The
following technologies were developed to achieve the above goals. (1) Verification of decreasing
information confidentiality caused by RFHT excited with IEMI. (2) Analysis of changes in electrical
parameters of the target electrical circuit when the RFHT is inserted. (3) Self-checking method of
the authenticity of the target circuit, which detects RFHT insertions.
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