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In this project, we conducted research on zero-knowledge proofs and related

topics and paved the way for constructing anonymously authenticated anonymous routing. More
concretely, we obtained the following results: Efficiency and security improvements in group
signatures, relaxation of centralization of power in group signatures, expressiveness and efficiency

improvements in attribute-based signatures, reconsideration of security notions of multiple

cryptographic primitives

, formalization of aggregate signatures with interactive tracing, and

construction of tightly secure two-round multi-signatures.
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