2018 2023

Bitcoin

Research on Bitcoin Transaction Analysis for Digital Forensics

Toyoda, Kentaroh

3,200,000

Bitcoin

Bitcoin

Bitcoin

Bitcoin has gained popularity as an anonymous cryptocurrency that allows for
transactions between individuals without any links to their personal identities. This anonymity has
been exploited for money laundering, payments on marketplaces for illegal goods, and investment
scams known as high-yield investment programs. In this research, we developed a method for analyzing
Bitcoin transaction history using data mining techniques. Additionally, we addressed the need for
scalable methods due to the increasing transaction volume on the blockchain each year. This involved
exploring federatd learning, incentive design for data mining collaborators, and lightweight
transaction verification methods. The findings of this research have significant implications for
combating illicit activities in Bitcoin. The developed methods will be used by law enforcement
agencies, financial institutions, and cryptocurrency exchanges to identify and prevent suspicious
transactions.
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