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This research project aims to understand the security threats inherent in
voice assistant systems. We also developed technologies that aim to mitigate such threats. There are
two main themes: (1) attacks on voice assistant systems and (2) attacks by voice assistant systems.
We tackled both themes. In the former theme, we studied the feasibility of command injection
attacks on voice assistant systems using directed sound beams. We also developed an effective
countermeasure against the threat. In the latter theme, we collected and analyzed a large number of
voice assistant applications and clarified their behavior and settings.
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