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WFZER SR OMEZE  (3C0) : This study proposed a framework of an immunity-based anomaly
detection system for detecting computer viruses and network attacks. Simulation results
showed that dynamic updating of user profiles improves the detection accuracy of
internal masqueraders by 49.72 percent compared to our previous system, and that of
external masqueraders by 12.16 percent. In addition, the proposed system could detect
some of new computer viruses.
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(a) Internal masquerader detection
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(b) External masquerader detection
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