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This research developed evaluation techniques, mechanism clarification, and
countermeasure techniques to make measuring electromagnetic waves that cause information leakage
difficult. First, (1) we developed a rapid leakage evaluation technique that does not require
complete information restoration based on a leakage model, and (2) we clarified the leakage
mechanism by high-resolution visualization of the propagation of leaking electromagnetic fields from

devices in the time domain. Following this mechanism-based approach, (3) a simulation model was
constructed to predict information leakage during equipment design. Furthermore, (4) a design
methodology was given that makes the measurement of leakage information independent of the
information processed at upper layers more difficult, again based on the identified mechanism.
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