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Multi-layered Defense Security System based on Multi-perimeter Lines
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We developed a new multi-layered defense security system characterized by a
line of defense (a perimeter Iineg for non-cyber environments. At first, in a psychological point of
view, the perimeter line was defined as a value that quantifies the stress of security measures as
security fatigue, and was applied to stress reduction measures (coping) such as reassignment. Next,
in an economic point of view, a perimeter line was defined based on a security return-on-investment
model, which made it possible to strengthen security through gradual security investments.
Furthermore, in a physical point of view, we newly devised a perimeter line based on the time, place
and occasion (TPO) conditions of users, and proposed efficient security measures. Finally, a
multi-layered defense security system featuring the interlocking of these perimeter lines was
developed. This will contribute to safe and secure IT governance.



ISMS Information Security Management System

IPA
IPA IT
2015
NIST
B. Stanton Stanton, B.,
Security Fatigue, 2016
PC

loT



RFID

24

(M. Ogawa et al. 2020, 2021

M 2-RP(

wo 50 (24) (5
Unjustified Optimism) Strategic Optimism)
F -im F -im O T e L e T
A B E EH R N I A P m ..........
A . (RP: (DP:
Regular/Realistic Pessimism) Defensive Pessimis ism)
F -Im F -Im
<
>
im im 3=DP 4=RO(

200 19 2 ppl57-169 2010

(]
® o @O

o @@ o

1 n =459 )

(H. Uekusa et al. 2019 )

(T. Dechen et al. 2020 )



R —

L

N
iN
T
IN
o

1 T T
ke
o e
1]
©
w lw
1|
2R
1]
i
& e
1]
© R
NN
T
&R

gl
r

IN

o

=

| <> : :

]

¥
YES
-
3.
-
O @

@

Defined Perimeter)
2

3(1) SDP

)

Tanimoto et al. 2020 )

data channel

() 2

X X
Tanimoto et al. 2019 )

control channel

(©)]

SDP (Software

TPO Time Place Occasion

(s.

TPO pattern Pass Close
. During After
T (Time) business hours | business hours
P (Place) Within a Outside of a
ac compan! company
. Only Employee +
O (Occasion) employees guest

(2) TPO

TPO 8
(s.



4 web
MQTT
TLS Open Flow Open vSwitch

\
! VM-Cloud e :
' )
: : i
H 1
H I
' !
H P '
H 1
| ~ !
. '
i IF#1 IF#2 —— IF#3 ~ o !
\ !
\ )
i Open vSwitcl
| i
3 Y H
CHTTR/HTTPS D H HTTP/HTTPS
T = N R
VM-Fog VM-Fog 2 1
I ) "
' 7 ' !
! |
! ]
\

/ Open vSwitch

@ MQTT




J103-D
loT 2020
D 650 663
DOl
10.14923/transinfj .2019L110001
Hiroyuki Sato, Noriyasu Yamamoto Vol. E102-D
Elastic Trust Model for Dynamically Evolving Trust Frameworks 2019
IEICE Trans. on Information & Systems 1617-1624
DOl
10.1587/transinf.20180F10001
Shigeaki Tanimoto, Chise Nakamura, Motoi Iwashita, Shinsuke Matsui, Takashi Hatashima, Hitoshi Vol. 3
Fuji, Kazuhiko Ohkubo, Junichi Egawa, Yohsuke Kinouchi
Secure Architecture of Visible Light Communication System for Market Expansion 2019
I1Al International Journal of Service and Knowledge Management 35 - 47
DOl
10.52731/ijskm.v3.12.437
Vol .64
2019
406-412

DOl




Misato Ogawa, Shigeaki Tanimoto, Takashi Hatashima, Atsushi Kanai 11

Information Security Fatigue Countermeasures Using Cognitive Strategy Scale Based on Web 2021

Questionnaires

International Journal of Networking and Computing 412-425
DOl

10.15803/ijnc.11.2_412

Sonam Wangyal, Tenzin Dechen, Shigeaki Tanimoto, Hiroyuki Sato and Atsushi Kanai 5

Multifaceted Risk Assessment and Risk Countermeasure Portfolio for Internet of Thing 2021

International Journal of Service and Knowledge Management 37-49
DOl

10.52731/ijskm.v5.12.641

Teruo Endo, Shigeaki Tanimoto, Motoi Iwashita, Toru Kobayashi, Hiroyuki Sato and Atsushi Kanai 6

Risk Assessment Quantification for Bring Your Own Device Based on Practical Viewpoints 2022

International Journal of Service and Knowledge Management 1-12
DOl

10.52731/ijskm.v6.11.678

Tenzin Dechen, Sonam Wangyal, Shigeaki Tanimoto, Hiroyuki Sato, Atsushi Kanai 6

Risk Assessment for Mobile Workers based on Multiple Viewpoints and Portfolio of Risk 2022

Countermeasures

International Journal of Service and Knowledge Management 1-13

DOl
10.52731/ijskm.v6.i1.642




44
loT loT 2022
121-128
DOl
52 1 36

Li Shaowen, Li Gen, SATO Hiroyuki

Dynamic resource allocation among collocated applications via reinforcement learning

Proc. IEEE 6th Int"1 Conf. Cloud Computing and Big Data Analytics

2021

G. Li, L. Zhang and H. Sato

In-air Signature Authentication Using Smartwatch Motion Sensors

2021 IEEE 45th Annual Computers, Software, and Applications Conference

2021

Ryuya Mishina, Shigeaki Tanimoto, Hideki Goromaru, Hiroyuki Sato and Atsushi Kanai

Risk Management of Silent Cyber Risks in Consideration of Emerging Risks

2021 10th International Congress on Advanced Applied Informatics

2021




Yangchen Palmo, Shigeaki Tanimoto, Hiroyuki Sato and Atsushi Kanai

A Consideration of Scalability for Software Defined Perimeter Based on the Zero-trust Model

2021 10th International Congress on Advanced Applied Informatics

2021

Shigeaki Tanimoto, Mari Matsumoto, Hiroyuki Sato and Atsushi Kanai

Risk Management of Fog Computing for Improving loT Security

2021 10th International Congress on Advanced Applied Informatics

2021

Hiroki Koyama, Yuuna Nakagawa, Shigeaki Tanimoto,Teruo Endo, Takashi Hatashima, Atsushi Kanai

Risk Assessment of Telework for the New Normal Era

2021 IEEE 10th Global Conference on Consumer Electronics

2021

Ryuya Mishina, Shigeaki Tanimoto, Hideki Goromaru, Hiroyuki Sato, Atsushi Kanai

A Visualization Model for Silent Cyber Risks Contained in Emerging Risks

2021 IEEE 10th Global Conference on Consumer Electronics

2021




Yangchen Palmo, Shigeaki Tanimoto, Hiroyuki Sato, Atsushi Kanai

1oT Reliability Improvement Method for Secure Supply Chain Management

2021 IEEE 10th Global Conference on Consumer Electronics

2021

Yangchen Palmo, Shigeaki Tanimoto, Hiroyuki Sato, Atsushi Kanai

Complementary Methods of loT Reliability for Embedding loT Devices into SDP

11th IEEE International Conference on Consumer Technology

2021

Yeping Ding, Hiroyuki Sato

Sunspot: A Decentralized Framework Enabling Privacy for Authorizable Data Sharing on Transparent Public Blockchains

Proc.21st International Conference on Algorithms and Architectures for Parallel Processing

2021

2021




CSS2021

2021

loT

2022 SC1S2022

2022

SDN

2022 SC1S2022

2022

LED 2022 in

2022




Shigeaki Tanimoto, Yudai Watanabe, Hiroyuki Sato, and Atsushi Kanai

Two-Tier Trust Structure Model for Dynamic Supply Chain Formulation

The 36th International Conference on Advanced Information Networking and Applications

2022

LED 2020 in

2020

SATO Hiroyuki, TANIMOTO Shigeaki, KANAI Atsushi

Risk Breakdown Structure and Security Space for Security Management

Proc. IEEE Int"l Conf. Service-Oriented System Engineering 2020

2020

T. Kobayashi, K. Arai, T. Imai, S. Tanimoto, H. Sato, A. Kanai, T. Miyazaki, A. tsujino

Service-Oriented Software Design Model for Communication Robot

Proc. IEEE Int"l Conf. Service-Oriented System Engineering 2020

2020




Yepeng Ding and Hiroyuki Sato

Bloccess: Towards Fine-Grained Access Control Using Blockchain in a Distributed Untrustworthy Environment

Proc. 8th IEEE Int"l Conf. Mobile Cloud 2020

2020

Gen Li and Hiroyuki Sato

Handwritten Signature Authentication Using Smartwatch Motion Sensors

Third Int"l Workshop on Secure ldentity Management (COMPSACW)

2020

Yepeng Ding and Hiroyuki Sato

Derepo: A Distributed Privacy-Preserving Data Repository with Decentralized Access Control for Smart Health

Proc. 1EEE CSCloud2020

2020

Yepeng Ding and Hiroyuki Sato

Formalizing and Verifying Decentralized Systems with Extended Concurrent Separation Logic

Proc. ICA3PP 2020

2020




Sonam Wangyal, Tenzin Dechen, Shigeaki Tanimoto, Hiroyuki Sato and Atsushi Kanai

A Study of Multi-viewpoint Risk Assessment of Internet of Things (loT)

9th International Congress on Advanced Applied Informatics (AA12020), (Honorable Mention Award)

2020

Tenzin Dechen, Sonam Wangyal, Shigeaki Tanimoto, Hiroyuki Sato and Atsushi Kanai

Risk Management of Mobile Workers based on Multiple Viewpoints

9th International Congress on Advanced Applied Informatics (AA12020)

2020

Shigeaki Tanimoto, Yuzuka Sato, Prajak Chertchom, Hiroyuki Sato and Atsushi Kanai

Proposal of a perimeter line management method for fog and edge computing with SDP concept

The 23rd International Conference on Network-Based Information Systems (NBiS-2020)

2020

Souta Kawahara, Atsushi Kanai

Considerations for Using DPDK in a Hypervisor Virtual Environment

The 23rd International Conference on Network-Based Information Systems (NBiS-2020)

2020




Evil Twin

€SS2020

2020

Misato Ogawa, Shigeaki Tanimoto, Takashi Hatashima and Atsushi Kanai

Information Security Fatigue Countermeasures Based on Cognitive Strategy Scale

2020 Eighth International Symposium on Computing and Networking Workshops (CANDARW), (Best Paper)

2020

40

2020

loT

2020




Teruo Endo, Shigeaki Tanimoto, Motoi Iwashita, Toru Kobayashi, Hiroyuki Sato and Atsushi Kanai

Risk Assessment Quantification for Bring Your Own Device

3rd IEEE/1IAl International Congress on Applied Information Technology (IEEE/IIAl AIT 2020), (Outstanding Paper Award)

2020

SC1S2021

2021

JUNJT WU,

Deep learning based Android malware detection with obfuscation classifier

SC1S2021

2021

LED 2021 in

2021




DNS

SPT

2021

Shigeaki Tanimoto, Satomu Toriyama, Motoi lIwashita, Teruo Endo, Prajak Chertchom

Secure Operation of Biometric Authentication Based on User®s Viewpoint

International Conference on Big Data, Cloud Computing, and Data Science Engineering (BCD 2019)

2019

Prajak Chertchom, Shigeaki Tanimoto, Tsutomu Konosu, Motoi lwashita, Toru Kobayashi, Hiroyuki Sato, Atsushi Kanai

Data Management Portfolio for Improvement of Privacy in Fog-to-cloud Computing Systems

I1Al International Congress on Advanced Applied Informatics (AA12019)

2019

Prajak Chertchom, Shigeaki Tanimoto, Tsutomu Konosu, Motoi lwashita, Toru Kobayashi, Hiroyuki Sato, Atsushi Kanai

Edge Computing Platform Management: Design for F2C and F2F for Small Businesses to Reduce Costs

I1Al International Congress on Advanced Applied Informatics (AA12019)

2019




Hiroyuki Sato, Nikita Sridhar

An Interactive and Continuous Authorization Scheme by using Belnap Logic

Int*l Workshop of Secure Digital ldentity Management (COMPSAC Workshop)

2019

Gen Li, Hiroyuki Sato

A Privacy-Preserving and Fully Decentralized Storage and Sharing System on Blockchain

Int*l Workshop of Secure Digital ldentity Management (COMPSAC Workshop)

2019

Shigeaki Tanimoto, Yuuki Takahashi, Ayaka Takeishi, Sonam Wangyal, Tenzin Dechen, Hiroyuki Sato, and Atsushi Kanai

Concept Proposal of Multi-layer Defense Security Countermeasures Based on Dynamic Reconfiguration Multi-perimeter Lines

The 13th International Workshop on Advanced Distributed and Parallel Network Applications (ADPNA-2019)

2019

Souta Kawahara, Hiroki Shirokura, Atsushi Kanai

The Fast Software Router "Kamuee" vs. Linux

2019 IEEE 8th Global Conference on Consumer Electronics (GCCE 2019)

2019




Soichiro Kogo, Atsushi Kanai

Detection of Malicious Communication Using DNS Traffic Small Features

2019 IEEE 8th Global Conference on Consumer Electronics (GCCE 2019)

2019

Shigeaki Tanimoto, Kohei Chiba, Hiroyuki Sato, Atsushi Kanai

A Study of Risk Assessment for Sharing Economy based on a User®s Viewpoint

2019 IEEE 8th Global Conference on Consumer Electronics (GCCE 2019)

2019

Yusuke Taguchi, Atsushi Kanai, Shigeaki Tanimoto

A Distributed Log Management Method using a Blockchain Scheme

2020 IEEE International Conference on Consumer Electronics (ICCE)

2020

47 35

2019




(DICOMO02019)

2019

2019 (CSS2019

2019

Hikaru Uekusa, Shigeaki Tanimoto, Takashi Hatashima, Atsushi Kanai

A Study of Risk Management for Public Business with Highly Confidential Personal Information

Proceedings of the 13th International Conference on Project Management (ProMAC2019)

2019

Sonam Wangyal, Tenzin Dechen, Shigeaki Tanimoto, Hiroyuki Sato, Atsushi Kanai

A Preliminary Study of Multi-viewpoint Risk Assessment of loT

The 10th International Workshop on Networking, Computing, Systems, and Software (NCSS-10)

2019




Tenzin Dechen, Sonam Wangyal, Shigeaki Tanimoto, Hiroyuki Sato and Atsushi Kanai

A Preliminary Study of Risk Assessment of Mobile Workers for Improvement of Work-Life Balance

The 10th International Workshop on Networking, Computing, Systems, and Software (NCSS-10)

2019

(SATO Hiroyuki)

(20225999) (12601)

(KANAI Atsushi)

(40524054) (32675)




