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Due to increase of Machine Learning (ML) application to cyber security area,
we performed researches about countermeasure for attacks that distributes malware samples for
poisoning attack to reduce detection accuracy of ML based classifier.
We mainly promoted poisoning attack data generation and their detection. We obtained good
achievement by detecting poisoning attack data from evaluating gradient vector in SVM based malware
classifier before and after relearning.
We also performed several cyber security area such as malware feature compression with GNN, log loss

function customize for malware detection, malicious hyper-link generation possibility in auto-link

feature, security knowledge or WAF rule construction from open data, and so on.



[1]
[2] Android

[1] H. S. Anderson, et. al., "Evading Machine Learning Malware Detection,” Black Hat USA

2017, Jul. 2017.
[2] S. Chen, et. al. “Automated Poisoning Attacks and Defenses in Malware Detection

Systems: An Adversarial Machine Learning Approach," arXiv:1706.04146, Jun. 2017.

adversal examples

adversal examples

adversal examples
adversal examples

adversal examples

3
1)
W )
2)
3) LAN
1) 3) 2 (
) )
1
[1] GAN

[2]
[1] SVM SVM



300/150/75

~—2

B—Fybk
. RILHT
N _BHE

1. Effofj Effofj ZLHTT
ﬁ Z -
. S ) )
| |

ﬁ%éﬂt%ﬁ%&] REBEAE \raa GANICES
--------- BT, o (EE EHE
' J

-

Voa U F—5@L) F—58Y) $T
3. Vo Voa ‘ Co ‘ ‘ Coa ‘ i e \_ERUEH
D | | 2ot LT
= BT
| ol Vo | W
[ HiEFEQRE

P
EYNIIT QRI% L5
“° B } — 8545 ‘_. o
3 i

yes

A A ﬁg%@gﬁ” HwWEEEOI Tk
1C ):
2( ):
2]
( )
2 (
) GAN(Generative Adversarial Networks)
Deep Q Network
@
@
3
©)
®) ©)
() Q
( )
™ Q
128 API
2)
[31 Graph lIsomorphism Network
[4]
3] 1
LightGBM False Negative
o  False Positive B
(
)
[4] Graph Isomorphism

Network(GIN)



Feature Extraction)

3 (Graph

(Graph Data Generation) GIN 64
(Graph Classification)
(MLP)
Graph Feature Extraction Graph Data Generation
@ontrol Flow Graph Function Call Graph \\ 4 Node Text Embedding Graph Data with Feature Vector
[ Man ) 3 2)(384D) h0(384D)
| — w — | sub_0x401402 | 8= (384D) ey
Block2 Block3)'0 sub_0x401402 GetStartupinfoA GetStartupinfoA |$ & %# 23(384D) 0 0
i % = sub_0x403400 | £ 24(384D) Ll ~. D)
\ Block4| [Block5 [ sub_0x403400 |  [FindResourceA | " FindResourceA | 3 25(384D) h(384D) h{(384D)
R _
Graph Classification
7 Graph Isomorphism Network \
GINConvLayert Pl eadout(GINConVL ayer) il
h3(64D)
h}(64D) a a Malicious
h3(64D) AL S =
13(64D) | LﬂMB) J \1‘—) » E Benign
h3(64D) h3(64D) 0 ) h3(64D) 1 (64D)
................... Iy 1
\ h}(64D) hi(64D) h3(64D) e
3: GIN
3) SNS
Web Application Firewall [5]1
URL
[€]
[5] SNS
4 SNS
(Cleansing) Web Application
Firewall (WAF) WAF
WAF
(6] URL
URL
URL URL
URL
¢ 5
6
1 WAF
HTTP requests
WAF signature
@) @ Web
Cleansing | Attributes Signature server
generation
module module
Real-time
Internat information Co\d\gtcated (4) lWAF signature
1) Notification Notificati
Collection generation 1eaton L admin
module module
\ Proposed system
\77 System of opaeration ,-/
4: SNS WAF
(6] URL

URL



URL URL
URL

¢ 9

.getText().toString() .setText() .addLinks()
TextView — 7L —>7F% R — TextView — Linkify — VY7 FLTEX b

BERIRE l ] mELLE

7 Y3225
SecLinkify
5:
6
°
OpenFlow
® SNS
°
° LAN
°
°
° URL
°
°
® \R
°
°
® SRv6
® HBM FPGA
( )
[1] : : : . SVM
, Vol. 2022-
CSEC-98, No. 19, pp. 1-8,2022 7 .
[2] : : , -
, Vol.

119, No. 288, ICSS2019-62, pp. 13-18, 2019 11
[3] Yun Gao, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada, "Malware
Detection using LightGBM with a Custom Logistic Loss Function,” IEEE Access, pp.
47792-47804, DOI: 10.1109/ACCESS.2022.3171912, May 2022.
[4] Yun Gao, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada, "Malware
Detection by Control-Flow Graph Level Representation Learning with Graph
Isomorphism Network," IEEE Access, Vol. 10, pp. 111830-111841, DOI:
10.1109/ACCESS.2022.3215267, October 2022.
[5] Masahito Kumazaki, Yukiko Yamaguchi, Hajime Shimada, and Hirokazu Hasegawa,
"WAF Signature Generation from Real-Time Information on the Web using Similarity to
CVE," International Journal on Advances in Security, ISSN 1942-2636, Vol. 14, No. 1
and 2, pp. 26-36, December 2021.
[6] , , , , "Android
Journal of Information Processing.
Vol. 64, No. 5, pp. 1041-1052, 2023 5



9 9 0 6

Mendsaikhan Otgonpurev Hasegawa Hirokazu Yamaguchi Yukiko Shimada Hajime Bataa Enkhbold 28

Identification of Cybersecurity Specific Content Using Different Language Models 2020

IPSJ Journal of Information Processing 623 632
DOI

10.2197/ipsjjip.28.623

Mendsaikhan Otgonpurev Hasegawa Hirokazu Yamaguchi Yukiko Shimada Hajime 8

Quantifying the Significance and Relevance of Cyber-Security Text Through Textual Similarity 2020

and Cyber-Security Knowledge Graph

IEEE Access

177041 177052

DOl
10.1109/ACCESS.2020.3027321

Shun Tobiyama, Yukiko Yamaguchi, Hirokazu Hasegawa, Hajime Shimada, Mitsuaki Akiyama, and 60
Takeshi Yagi
Using Seq2Seq Model to Detect Infection Focusing on Behavioral Features of Processes 2019
IPSJ Journal of Information Processing 545-554
DOl
10.2197/ipsjjip.27.545
tl tl tl 64
Android 2023
IPSJ Journal of Information Processing 1041-1052

DOl




Yun Gao, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada

10

Malware Detection by Control-Flow Graph Level Representation Learning with Graph Isomorphism
Network

2022

EEE Access

111830-111841

DOl
10.1109/ACCESS .2022.3215267

Yun Gao, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada

10

Malware Detection using LightGBM with a Custom Logistic Loss Function

2022

IEEE Access

47792-47804

DOl
10.1109/ACCESS.2022.3171912

WAF Signature Generation from Real-Time Information on the Web using Similarity to CVE 14

Masahito Kumazaki, Yukiko Yamaguchi, Hajime Shimada, and Hirokazu Hasegawa 2021

International Journal On Advances in Security 26-36
DOI

Otgonpurev Mendsaikhan, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada 14

Automatic Mapping of Threat Information to Adversary Techniques Using Different Datasets 2021

International Journal On Advances in Security 37-47

DOl




Kazuki Koike, Ryotaro Kobayashi, Masahiko Katoh 1

loT-Oriented High-Efficient Anti-Malware Hardware Focusing on Time Series Metadata Extractable 2022
from inside a Processor Core

International Journal of Information Security 1-19

DOl
10.1007/s10207-021-00577-0

36 0 12

Yun Gao, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada

Malware Detection Using Gradient Boosting Decision Trees with Customized Log Loss Function

In Proceedings of the 35th International Conference on Information Networking (1COIN2021), pp. 273-278, January 2021,

2021

Masahito Kumazaki, Yukiko Yamaguchi, Hajime Shimada, and Hirokazu Hasegawa

WAF Signature Generation with Real-Time Information on the Web

In Proceeings of the 14th International Conference on Emerging Security Information, Systems and Technologies (SECURWARE
2020), ISBN: 978-1-61208-821-1, pp. 40-45, November 2020.

2020

Otgonpurev Mendsaikhan, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada

Automatic Mapping of Vulnerability Information to Adversary Techniques

In Proceeings of the 14th International Conference on Emerging Security Information, Systems and Technologies (SECURWARE
2020), ISBN: 978-1-61208-821-1, pp. 53-59, November 2020.

2020




Yun Gao, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada

Gradient Boosting Decision Tree Ensemble Learning for Malware Binary Classification

2020, pp. 589-595, 2020 10

2020
2020, pp.29-36, 2020 10

2020
FIT 2021, L-001, pp. 131-132, 2021 9

2021

, Vol. 120, No. 384, 1CSS2020-31, pp. 31-36, 2021 3

2021




, Vol. 120, No. 384, 1CSS2020-32, pp. 37-42, 2021 3

2021
, Vol. 120, No. 264, 1CSS2020-22, pp. 17-20, 2020 11
2020
NIDS,
Vol .2021-CSEC-92, No.58, pp.1-8, 2021 3
2020
NIDS ,

Vol .2020-CSEC-91, No.21, pp.1-8, 2020 11

2020




NIDS ,

2020(CSS2020), pp.88-93, 2020 10

2020

Ziwel Zhang, Hirokazu Hasegawa, Yukiko Yamaguchi, Hajime Shimada

Rogue Wireless AP Detection using Delay Fluctuation in Backbone Network

The 43rd Annual International Computers, Software and Applications Conference (COMPSAC 2019)(Fast Abstract)

2019

Otgonpurev Mendsaikhan, Hirokazu Hasegawa, Yukiko Yamaguchi, Hajime Shimada

Identification of Cybersecurity Specific Content Using the Doc2Vec Language Model

The 43rd Annual International Computers, Software and Applications Conference (COMPSAC 2019)

2019

Otgonpurev Mendsaikhan, Hirokazu Hasegawa, Yukiko Yamaguchi, Hajime Shimada

Quantifying the Significance of Cybersecurity Related Text Documents by Analyzing loC and Named Entities

2019

2019




2019

2019

2019

2019

2019




Ziwel Zhang, Hirokazu Hasegawa, Yukiko Yamaguchi, Hajime Shimada

Rogue AP Detection using Similarity of Backbone Delay Fluctuation Histogram

The 34th International Conference on Information Networking (1COIN2020)

2020

Otgonpurev Mendsaikhan, Hirokazu Hasegawa, Yukiko Yamaguchi, Hajime Shimada

Quantifying the Significance of Cybersecurity Text through Semantic Similarity and Named Entity Recognition

The 6th International Conference on Information Systems Security and Privacy

2020

82

2020

, Vol. 122, No. 86, 1CSS2022-4, pp. 19-24

2022




SWM

, Vol. 2022-CSEC-98, No. 19, pp. 1-8

2022

2022, pp. 840-847
2022
Android URL

2022, pp. 1194-1201
2022

, Vol. 122, No. 306, 1A2022-66, pp. 91-98

2022




SRv6

85 , 1ZA-03, pp. 177-178
2023
LAN Rogue AP
85 , 1ZA-06, pp. 183-184
2023
, Vol. 122, No. 422, 1CSS2022-74, pp. 157-162
2023

Zhenguo Hu, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada

Towards Network-Wide Malicious Traffic Detection with Power-Effective Hardware NIDS Design

In Proceedings of the 25th IEEE Symposium on Low-Power and High-Speed Chips (COOLChips 25), Poster 6, pp. 313-314

2022




Yun Gao, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada

Malware Detection using Attributed CFG Generated by Pre-trained Language Model with Graph Isomorphism Network

In Proceedings of the 12th IEEE International Workshop on Network Technologies for Security, Administration and Protection
(NETSAP 2022), pp.- 1495-1501, DOI: 10.1109/COMPSAC54236.2022.00237

2022

Yun Gao, Hirokazu Hasegawa, Yukiko Yamaguchi, and Hajime Shimada,

Unsupervised Graph Contrastive Learning with Data Augmentation for Malware Classification

In Proceeings of the 16th International Conference on Emerging Security Information, Systems and Technologies (SECURWARE
2022), ISBN: 978-1-68558-007-0, pp. 41-47

2022

Atsushi Shinoda, Hirokazu Hasegawa, Yukiko Yamaguchi, Hajime Shimada, and Hiroki Takakura

Feasibility Verification on Impact of Frequently Access Control Update based on User Reliability

In Book of Abstract of the 9th International Conference on Information Systems Security and Privacy (ICISSP 2023), p. 25

2023

NIDS

2022, pp. 30-35

2022




Hideya Sato, Ryotaro Kobayashi

Koga2022 Dataset: Dataset with Detailed Classification for Network Intrusion Detection Systems

In Proceedings of the 9th International Workshop on Information and Communication Security (WICS 2022), pp. 351-357

2022

https://ww.net.itc.nagoya-u.ac.jp/member/shimada/researches/network_security.html
https://ww.net. itc.nagoya-u.ac.jp/member/shimada/researches/cyber_security.html

https://www.net.itc.nagoya-u.ac.jp/member/shimada/researches/network.html

(Kobayashi Ryotaro)

(40324454) (32613)

(Yamaguchi Yukiko)

(90239921) (13901)

(Hasegaw Hirokazu)

(90806051) (62615)







