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A proposal for general constructions of public key cryptosystems based on
noncommutative algebraic structures
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Cryptographic schemes based on noncommutative algebraic structures are
considered to be secure even if quantum computers are put into practical use. However, many of the
existing schemes include some security problems, and it is difficult to put them into practical use
immediately. In this research, we tried to solve the security problems of our protocol proposed in
WICS2018. As a result, we succeeded in constructing a protocol with desirable security on some
specific semidirect product which maintains some advantages of the original protocol.



2. . )
a b , ab = ba
1 2 1
1.
2.
, Anshel AAG , Math. Res. Lett.
1999 AAG WICS 2018
(¢D)
(2) AAG ,
() AAG
, 2 P q rq ,
, AAG
, AAG
, 14 14



, AAG

, 2022 Journal of Mathematical Cryptology
AAG ,
AAG ,
@) rq rq*
AAG , pq rq’
, rq*
(©) AAG
, AAG ,
, AAG
AAG , ,
, rq*
AAG
, 2021 IEICE Transactions on Fundamentals of

Electronics, Communications and Computer Sciences
, AAG



3 3 0 2

Isobe Shuji Koizumi Eisuke 17
A construction of encryption protocols over some semidirect products 2023
Journal of Mathematical Cryptology -
DOI
10.1515/jmc-2022-0018
KRAIEM Firas [ISOBE Shuji KOIZUMI Eisuke SHIZUYA Hiroki E104.A
On a Relation between Knowledge-of-Exponent Assumptions and the DLog vs. CDH Question 2021
IEICE Transactions on Fundamentals of Electronics, Communications and Computer Sciences 20 24
DOI
10.1587/transfun.2020CI1P0002
KRAIEM Firas [ISOBE Shuji KOIZUMI Eisuke SHIZUYA Hiroki 25
On the Classification of Knowledge-of-exponent Assumptions in Cyclic Groups 2019
Interdisciplinary Information Sciences 67 74

DOl
10.4036/iis.2019.R.03

1 0 0

Firas KRAIEM, Shuji ISOBE, Eisuke KOIZUMI, Hiroki SHIZUYA

On a relation between knowledge-of-exponent assumptions and the DLog vs. CDH question

2020

2020







