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We discussed the security analysis for multivariate public-key cryptography,
which is one of the representative examples of post quantum cryptography with resistance to quantum
computers, and some prime number testing algorithms as parameter settings for post quantum

cryptography. We proposed a practical improvement of F4, one of the practical speed-up methods of
the Buchberger algorithm, which is the basis of the Groebner basis algorithm. We also succeeded in
implementing the proposed method in the world record breaking 37-variable problem using the proposed
method for problems classified as Type Il and Ill in the Fukuoka MQ Challenge, an international
contest for security evaluation of multivariable public-key cryptography. Also, we discussed the
efficiency of some probabilistic prime number testing algorithms, such as the quadratic Frobenius
test and the strong Lucas test, by comparing between these algorithms and the Miller-Rabin test.
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