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Secure free-space optical communication using physical cipher signals with
ultra-high order modulation
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This study proposed a novel secure optical wireless communication scheme
using a physical cipher for highly secure optical wireless communication with low latency and
protocol-free operation. High security and low latency were achieved using noise in the physical
cipher. In addition, protocol-free communication was achieved by all-optical conversion with free
sEace and optical fibers. Furthermore, we successfully applied this scheme to the updating of secret

eys.
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