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In recent Kears, numerous security threat cases have been identified in the
field of In-Vehicle control Network (IVN). The challenge in implementing security enhancements in
IVN lies in the simultaneous achievement of low-cost implementation on ECU and real-time guarantees.
This study focuses on complex IVN systems and aims to design an IVN that ensures both security
reinforcement and real-time guarantees through the following three research achievements: (1)
security requirement analysis of IVN and development of corresponding security enhancement
techniques, (2)proposal of design methods for IVN optimization considering security aspects, and (3)

investigation of the impact of security enhancements on real-time performance in IVN and proposal
of countermeasures. The research considers practical security models and the characteristics of
real-world IVN. The obtained results are expected to contribute to academic research and have
significant implications for the automotive industry.
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