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In order to counter cyber-attacks targeting organizations, we performed
research on methods for detecting malicious communications hidden in communication data by
monitoring Internet/intranet communications during daily activities. We conducted research on
feature value analysis for selecting features in malicious communication detection using LightGBM,
poisoning attack detection method for additional learning, and hybrid malicious communication
detection system for high-bandwidth communication using FPGA.

In addition, we performed malware detection using machine learning targeting binary data, real-time
updating of WAF signatures using unofficial information sources such as SNS, and automatic
knowledge base configuration method.
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