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Crowd sensing using lots of users® mobile devices has been studied
extensively because of its ease of implementation and use. However, it may cause a privacy problem,
since users send their location information along with their IDs. Thus, anonymous authentication
without user ID has been proposed. In addition, since the trustworthiness of anonymized users cannot

be determined, a method to measure the trustworthiness of anonymous users and data has been
proposed. However, conventional methods have problems in anonymity. In this research, we construct
methods with improved anonymity, and examine the security. In addition, we implement prototypes of
each algorithm and conduct experiments in an environment that assumes crowd sensing to demonstrate
their usefulness.
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