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Anticipatory advanced cryptograﬁhic applicative techniques that eliminate the
need for developers® cryptographic knowledge.
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We have realized a combination selection method for cryptographic techniques
simply by classifying and modeling typical advanced cryptographic protocols by function and entity
and providing a list of combinations that satisfy the requirements using the proposed model. In
addition, we conducted a large-scale analysis of Android applications to identify elements to be
applied. As a result, we confirmed the existence of official Android APIs and third-party APls. We
improved the analysis method to enable an analysis of these third-party APls, resulting in a highly
accurate and wide-ranging analysis method. The method has been improved to enable an analysis of
official Android APIs and third-party APIs. As for cryptographic application support technology, we
have successfully implemented support technology for basic cryptographic techniques as an extension
to the actual development environment and confirmed and evaluated the practicality of the
technology.
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Android Studio Visual Studio Code

R 1 HMHIWEEESIA TSV, $y—F =T 4 WA TS5 VORERIAZ 7 X (k)

7477 V&M Ny r—I4% vops!

Spongy Castle org.spongycastle W54 779

Bouncy Castle org.bouncycastle 574779

SQL Cipher net.sqlcipher 574779

JOSE: Javascript Object Signing and Encryption com.nimbusds.jose 574770
Conceal com.facebook.crypto.cipher 574779
Conscrypt org.conscrypt 574770
Amazon AWS S3 Client com.amazonaws.services RESHEERE S 4 7oV
okhttp okhttp RESHBEERKES 4 7o Y

AWS Key Management Service
ExoPlayer

Apache HTTP Client

Visual Studio App Center
Realm

Zip4j

Apache Common Codes

iText

com.amazonaws.services.kms.model
com.google.android.exoplayer2
org.apache.http.impl.auth
com.microsoft.appcenter.utils.crypto
io.realm

net.lingala.zip4j.crypto
org.apache.commons.codec.digest

com.itextpdf.text.pdf.crypto
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Tencent Open Platform

Alipay wireless SDK

com.tencent.utils

com.alipay.sdk.encrypt
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java.security 1224474 80.29%
javax.crypto 966326  63.37%
javax.net.ssl 667743  43.79%
android.security 3003 0.20%
androidx.security.crypto 2257 0.15%
Spongy Castle 62008 4.07%
Bouncy Castle 86128 5.65%
SQL Cipher 20798 1.36%
JOSE 25463 1.67%
Conceal 8402 0.55%
Conscrypt 27487 1.80%
AWS S3 Client3 32148 2.11%
okhttp 1291362  84.68%
Apache HTTP Client 241681  15.85%
AWS KMS 8342 0.55%
ExoPlayer 580507  38.07%
Visual Studio App Center 10861 0.71%
Realm 26605 1.74%
Zipdj 6439 0.42%
Apache Common Codes 62578 4.10%
iText 12268 0.80%
Tencent Open Platform 12453 0.82%

Alipay wireless SDK 13507 0.89%
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Survey of cryptographic APIs in Android
https://github.com/kanaoka-laboratory/CryptAPISurvey_inAndroidApps
Web IP Certificate Survey
https://github.com/kanaoka-laboratory/WeblPCertSurvey

Github




