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Due to huge number of devices are connected to the internet in Society 5.0

which are promoted by Japanese government, cyber-physical security is an essential issue. This study

proposed a privacy oriented secure intelligent module in Society 5.0 to solve the cyber-physical
security issue. The proposed module achieved not only privacy protection, but also tamper resistant
encryption which includes a countermeasure against side-channel attacks and a secure authentication
system. The proposed method consists of two components: (1) edge aware secure intelligent module
which reduces power consumption and circuit-size overhead, and (2) privacy oriented authentication
system.
The proposed method enables secure operation of the entire scheme in Society 5.0 which is based on
data flow between an edge device and a cloud server. Thus, this study established one of the
fundamental technologies in Society 5.0.
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