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Free-space optical communications based on laser light or LED are considered
to have higher security than radio-wave counterparts because the divergence of the carrier wave
beam is narrower and thus the line-of-sight between the transmitter and the receiver should be
secured. However, information leakage to the eavesdropper outside the line-of-sight caused by the
influence of atmospheric fluctuation is an urgent security problem.
In this research and development, to develop a technology for predicting information leakage due to
such atmospheric fluctuations, we developed a device for measuring atmospheric fluctuations, and
demonstrated the real-field experiment to quantitatively relate the atmospheric fluctuations and the
amount of information leakage. In addition, we propose and demonstrate a technology for parameter
optimization in secure communication according to the information of atmospheric fluctuations.
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