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A Study on Detecting and Analyzing Unidentified Cyber Attacks through Process
Behavior Examination
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We proposed a method for detecting and analyzing cyber attacks targeting

important files that contain classified information. Based on the proposal, we implemented a
mechanism to monitor the behavior of processes running on virtual machines (VMs) using virtual
machine monitors (VMMs). The monitoring mechanism detects process behavior triggered by system calls
and records monitoring logs. To ensure data security during process behavior analysis, we improved
interprocess communication processing to prevent information leakage. Additionally, we improved the
file path retrieval and log output processes to reduce monitoring overhead. These improvements were
validated through the evaluation of processing overhead.
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