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A theoretical investigation and experimental evaluation were conducted on
key generation methods considering the transmission bandwidth, modulation scheme and number of
transmitting and receiving antennas. The statistical approach permitted the assumption of various
communication environments, and the effectiveness of the method was verified by calculating shared
secret keys while varying the radio propagation environment and transmission parameters in a
simulation-based evaluation. Furthermore, it was demonstrated that the accuracy of key generation is

enhanced by increasing the sophistication of the modulation scheme and the number of transmitting

and receiving antennas. The results were experimentally evaluated and compared with the theoretical
predictions in several different environments, utilising a communication device with the developed
cryptographic scheme implemented in an FPGA.
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