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Development of cryptographic hardware with concurrent error-correcting scheme
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I have developed a design methodology for highly efficient and reliable

cryptographic hardware. Firstly, 1 have designed the world most efficient AES hardware based on a
combination of optimization techniques such as transformation of Galois field. The designed hardware

is suitable to and efficiently adoptable of concurrent error-detecting/correcting schemes with
pipelining due to the structural feature of the designed hardware. Secondly, 1 have developed a
highly reliable cryptographic key storage on the basis of physically unclonable function (PUF),
which is resistant to tampering attacks. For securely storing cryptographic key and reliably
reconstructing (i.e., reading) it, we developed novel error-correcting schemes based on
multiple-valued encoding of PUF response, ternary von Neumann corrector, and rejection sampling. The
error-correcting scheme achieves 128-bit cryptographic key storage with less hardware cost than any
other conventional PUF-based one.
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