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This research has established a key recovery algorithm that can evaluate the

security of AES key scheduling against simple power analysis more accurately and more efficiently.
The key recovery speed has been improved up by 95%. In certain scenarios, the success rate of key
recovery increased from 47% to 96%. Then, the versatility of the key recovery algorithm was expanded

in response to the variations of the leakage model and the noise model. Finally, we designed a
masking scheme that maximizes the computational complexity of the key recovery when the amount of
randomness is limited. Based on this masking scheme, we established a proportional relationship
between the random amount of masking and security against simple power analysis.
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