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We proposed a new framework to prevent the abuse of open source software

(0SS) for robots for terrorism and other purposes. Generally, 0SS developers release their source
code to the public, and users use the code as is or with some modifications. Because the source code

is open to the public, even if an anti-abuse function is included in a program, it can be easily
abused by simply excluding that part of the program. To solve this problem, we developed a prototype

robot processor with an 0SS executable code detection function inside the CPU (central processing
unit), and conducted a demonstration experiment using a wheeled mobile robot equipped with this
processor to test a framework that enables program execution only in the executable area.
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