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We designed and evaluated a basic image classifier for fake content created
by replacing a person®s face with another person®s face or changing facial expressions, as well as
for images and videos artificially created by an adversarial generative network. We also proposed
extensions to the region-based processing and color space correction methods to achieve high
classification accuracy for content created with different methods during training and testing. In
addition, we developed a method to identify the presence or absence of adversarial noise generated
to misidentify the image classifier. We designed a preprocessing filter that does not modify the
original image classifier and confirmed through experiments that it can detect adversarial images

with a high accuracy of over 90%.
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