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An adaptive cooperative mechanism for stable autonomous operation
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The Internet is the collection of Autonomous Systems (ASs), which are
connected by exchanging network reachability information using BGP. It is considered as the AS graph
where ASs are nodes and edges connecting ASs are BGP peering relations. The route-hijack problem is
still one of the major inter-AS routing-management issues and is important to analyze its behavior.
This paper focuses on the analysis and quantification of the effectiveness of cooperative
hijack-prevention strategies from the viewpoint of locally available adjacency relations of
cooperative ASs. Neighboring ASs are organized into multiple clusters based on their own local
decisions. Simulations that use inferred Internet AS-relation graphs show that simple cooperative
strategies are sufficiently effective for the route-hijack prevention and their effects differ based
on applied cooperative strategies.
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