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We developed techniques and theories for designing loT devices resistant to
side-channel attacks. Considering the severe cost constraints of loT devices, we focused on
optimizing the trade-off between the cost of countermeasures and the security they provide, as well
as the scalability of these security measures. To achieve scalable hardware security, we leveraged
approximate computing. Through this research, we developed numerous new design methods and theories
related to approximate arithmetic circuits, high-level synthesis utilizing approximate arithmetic
circuits, design space exploration in high-level synthesis, approximate random number generation,
and low-cost attack countermeasures. The effectiveness of these methods was evaluated through
simulations, FPGA implementations, and custom designs.
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