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Lar?e—sgale experiments for cryptanalysis of lattice-based cryptography and
evaluation of the computational complexity
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Lattice-based cryptography is a next-generation cryﬁtographic technology
that is resistant to cryptanalysis by quantum computers and applicable to the construction of
high-functional cryptography such as fully homomorphic encryption. The purpose of this research is
to design and parallelize the best algorithms for solving lattice problems such as the shortest
vector problem (SVP) that support the security of lattice-based cryptography. We also conduct
large-scale solving experiments to estimate the time complexity precisely.In this research, we
succeeded in developing the world®s first distributed, asynchronous, and large-scale parallelization
system for lattice basis reduction, which is essential for solving lattice problems. With the
parallelization system, we conducted large-scale experiments for solving instances in the SVP
challenge to estimate the average solving time.
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