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Structured Overlay Network with Self-Verification and Self-Healing Features
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We propose a novel Byzantine fault-tolerant key-order-preserving structured
overlay network. The proposed overlay network facilitates "self-recovery" from adversarial routing
attacks through the verification of message signatures by each individual node, along with the
dynamic routing of k-redundant paths for each hop. The proposed overlay network provides both
unicast, wherein a message is delivered to a node based on a singular key, and multicast, wherein a
message is delivered to nodes encompassing a range of keys. The prototype software of the proposed
overlay network has been developed and its functionality has been corroborated through simulation
and evaluation conducted on an extensive testbed. Additionally, the proposed overlay network has
been integrated into IPFS, a widely utilized distributed storage system.
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