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Enhancing the Resilience of Smart Public Services by Immunity-Based Attack
Detection
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In order to determine the effectiveness of our previously proBosed technique
of “ immunity-based attack detection” against denial-of-service attacks in smart public services
with 1oT, we redesigned, implemented, and tested immunity-based attack detection for public
services. The results showed that immunity-based attack detection can prevent denial-of-service
attacks with extremely high detection accuracy. We also showed that there is almost no overhead if
the size of the communication data is limited to 5,000 bytes. Finally, we demonstrated the practical

issues such as memory leaks and CPU resource exhaustion and the feasibility of attacks against
machine learning.
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