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In this stud¥, we aimed to achieve the white-boxing of a malicious domain
name detection system using machine learning and examined the necessary elements. First, we
investigated the nature of malicious activities related to internet resources involving domain
names. Next, we proposed visualization techniques to enhance the interpretability of detected
malicious activities. Furthermore, we discussed the integration of identification models,
explanation models, and human expertise, which are the main objectives of this research. We also

investigated the reliability of identification models and explanation models, which are
indispensable for achieving the research goals.
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