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1 SWM

In this research, we have constructed an automatic learning data generation
system and designed a hardware Trojan chip in order to realize an abnormal behavior detector
obtained by a deep learning scheme in which several information under both the normal and abnormal
situations are used as learning data. As a result, it became clear that it is difficult to
distinguish subtle differences and that it can only be applied to the limited hardware Trojans.
Therefore, we have proposed a method to detect errors caused by hardware Trojans to prevent
malfunctions. Through evaluation using the obtained specific information, we have demonstrated that
the one-class SWM is effective among several outlier detection algorithms. It has also been
recognized that the detection accuracy can be improved by extending the algorithm.
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