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As post-quantum advanced cryptographic protocols pursuing compact
communication cost, (1) a hierarchical identity-based authenticated key exchange scheme based on the
lattice problem, (2) a one-sided anonymous authenticated key exchange scheme based on the isogeny

problem, and (3) a password authentication key exchange scheme based on the isogeny problem are
proposed, respectively. In (1) and (2), authentication under more complex conditions than the usual
authenticated key exchange i1s realized securely against quantum computers for the first time. In
3), we achieved a more compact communication cost than the conventional post-quantum scheme.
Furthermore, as an approach to the automated security proofs, we verify the FIDO2, a password-less
authentication method in practical use, and the Qi authentication protocol, a contactless charging
standard using an automated verification tool.
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