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The purpose of this research is to design a key management scheme suitable

for decentralized management systems such as blockchain, especially a “ countermeasure against loss
of private keys,”

" from modeling to design, and to evaluate its security and implementability.
In 2020, we considered the concept of an “ emergency button method of asset evacuation” using smart
contracts. In 2021, we conducted a basic study for implementation, and in 2022, we evaluated the

implementation with one additional researcher. In 2023, we published a paper on the proposed method
from concept to implementation and presented it at CANDARW.
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