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Wireless technologies are vital in smart cities and industrial applications for control and sensing
data transmissions. Jamming attacks pose a major threat against them. We developed various
techniques in networked control and multi-agent systems to counter jamming attacks.

This project aimed to develop secure and efficient techniques for control
and communication components in network control systems and multi-agent systems within the context
of the Internet of Things (1oT). The results were built upon the idea of randomizing transmission
times over networks to achieve security and efficiency. This concept was expanded to incorporate
modeling of jamming attacks, multi-objective optimization, predictive control, quantized control,
game-theoretic analysis and design, and loT testhed development.
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Nowadays, smart cities integrate the Internet of Things (l1oT) into daily life by using
wireless communication technologies like Wi-Fi, ZigBee, and Bluetooth Low Energy. These
technologies offer many advantages, including easy set-up. However, in a wirelessly
connected world, cybersecurity issues, especially jamming attacks, must be addressed
carefully. Jamming attackers can block the delivery of crucial information packets by
emitting strong interference signals. This poses a significant threat, leading to
operational disruption and environmental harm in industrial settings.

Recent studies have explored jamming attacks from the perspective of communication
systems. Investigating jamming attacks from the point of view of control theory and
designing control and communication methods with security guarantees are also required.
The principal investigator has been exploring the effects of jamming attacks in control
systems, which presents several challenges.

One challenge is to model the occurrence and effects of jamming attacks in control
systems. Typically, jamming attacks on wireless channels can be described using
probabilistic models. Depending on the power of the jamming interference signal, the
probability of transmission failure can vary. Another challenge involves designing
control and communication protocols that provide security against jamming and maintain
efficiency for battery powered loT devices.

Considering the challenges mentioned above, the purpose of this project is two-fold.

1) The primary aim of this project is to develop novel control and communication
methods that guarantee cybersecurity against jamming attacks in networked control
systems, potentially representing the remote-control operation of an industrial plant.
To achieve this, we first need to understand the effects of jamming attacks on such
systems. In a networked control system, it is expected that an adversary with limited
resources may carry out jamming attacks, as emitting jamming interference signals is
energy-wise costly. In addition, attacks cause transmission failures on wireless
channels probabilistically. Therefore, it is important to develop a model that captures
these aspects. Equipped with this model, we plan to create new control and communication
techniques and investigate the guarantees they provide.

2) Additionally, this project aims to achieve efficient operation in networked control
systems and multi-agent systems, potentially representing loT systems. This is crucial
in loT systems, as devices typically run on batteries. Although event-based operation
is common for achieving energy savings, we will explore optimization-based and game-
theoretic ideas to further improve efficiency. Particularly in the optimization-based
approach, we intend to predict how a smart attacker may behave, which partially relates
to machine learning approaches.

To achieve the goals of this project, we follow several theoretical and practical
research steps.

1) Security analysis and development of jamming attack models: We develop mathematical
models that describe potential actions of a jamming attacker. Such models can take
account of a) energy limitations of the attacker and b) probability of transmission
failures depending on interference power used by the attacker at different times.
Through such models, we address stability analysis of networked control systems and
assess stabilizability.



2) Development of randomized transmission methods and game-theoretic approaches to
achieve security in multi-agent systems: We propose randomized transmission methods
for inter-agent transmissions in multi-agent systems. Furthermore, a game-theoretic
approach is followed to understand inter-agent communications.

3) Development of predictive control methods data-quantization methods that are
resilient against jamming and denial-of-service attacks: We address both linear and
nonlinear control systems. In addition, we consider randomization of transmission times
in the context of quantized systems to further improve security. Quantization
approaches are necessary to enable data-efficiency.

4) Development of optimization-based, and game-theoretic control techniques: Genetic
algorithms provide a method to do multi-objective optimization in the analysis of
jamming in control systems. In addition, a multi-objective optimization and game-
theoretic approaches can be used to guess potential attack strategies of an intelligent
adversary and react accordingly.

5) Development of an loT testbed and loT software: We take an loT development board
and develop software to build a basis for testing our proposed communication methods
(with randomized transmissions).

The results of the project are multi-faceted, targeting the theoretical and practical
development steps explained above. Major developments and publications are outlined as
follows.

1) Development of randomized transmission methods: An analysis of optimal transmission
times against potential jamming attacks was conducted. The analysis revealed the
scenarios where the randomizing the transmission times 1is optimal. One way of
randomizing transmission times is to divide the time axis into equal segments and
choose a random time from each segment. This kind of randomized transmissions was used
in a multi-agent system setting to achieve secure consensus among agents. A similar
randomized transmission approach was later shown to improve security when systems use
quantization.

- A. Cetinkaya, "Randomized Transmissions for Secure Networked Control™, Presentation
at INFORMS Annual Meeting 2020.

- A. Cetinkaya, H. Ishii, "Randomized Transmission Protocols for Secure Multi-Agent
Consensus Under Jamming Attacks™, Presentation at Workshop on Learning and Security
for Multi-Agent Systems in IEEE Conference on Decision and Control, 2020.

- S. Feng, A. Cetinkaya, H. Ishii, P. Tesi, C. De Persis, "Resilient quantized
control under Denial-of-Service: Variable bit rate quantization”, Automatica, 2022.

2) Development of jamming attack models and a novel analysis method to investigate
jJamming attacks on control systems that face disturbance: In the context of networked
control systems, a wireless channel model based on Signal-to-Interference-plus-Noise
Ratio (SINR) was proposed. In this model, the likelihood of transmission failures at
each time is influenced by the potentially time-dependent interference signal emitted
by a jamming attacker. This model is probabilistic, and the overall system requires
tail-probability techniques for analysis. A similar model was later used for
investigating jamming attacks on wireless networked control systems with exogenous
disturbances. The control input packets in such a system are assumed to be transmitted
over an insecure wireless communication channel vulnerable to jamming attacks. It was
demonstrated that stability can be compromised by jamming attacks in systems with
disturbances, even if the system is stable without disturbances. However, it was also
shown that stability can be achieved under specific restrictions related to the average
Jamming interference power.

- A_ Cetinkaya, H. Ishii, T. Hayakawa, "Secure Networked Control Under Jamming



Attacks: An SINR-Based Approach™, Chapter 3 in Security and Resilience of Control
Systems, Springer, 2022.

- A. Cetinkaya, H. Ishii, T. Hayakawa, "Effects of Jamming Attacks on Wireless
Networked Control Systems Under Disturbance™, IEEE Transactions on Automatic Control,
2023.

3) Analysis of stabilizability of stochastic systems under constrained control:
Constrained control of continuous-time linear stochastic systems was investigated with
a problem structure that is motivated by the networked control problem with transmission
failures. It was shown that constrained control can be impossible, if there are many
transmission failures on average. The analysis technique expands those in existing
stochastic control literature. This impossibility result is expected to be useful to
characterize tolerable levels of jamming-related transmission failures in networks.

- A. Cetinkaya, M. Kishida, "Instabilizability Conditions for Continuous-Time
Stochastic Systems Under Control Input Constraints", IEEE Control Systems Letters,
2022.

4) Development of linearized control and quantized communication methods: Both the
stability and the security properties of nonlinear systems with linearization-based
controllers were investigated. This investigation was later extended to include systems
that involve quantization. For systems that incorporate data-quantization, bitrates of
transmission were explicitly analyzed.

- R. Kato, A. Cetinkaya, H. Ishii, "DoS-Aware Quantized Control of Nonlinear Systems
via Linearization", Proc. IFAC World Congress, 2020.

- R. Kato, A. Cetinkaya, H. Ishii, "Security Analysis of Linearization for Nonlinear
Networked Control Systems Under DoS", IEEE Transactions on Control of Network Systems,
2021.

- S. Feng, A. Cetinkaya, H. Ishii, P. Tesi, C. De Persis, "Networked Control Under
DoS Attacks: Tradeoffs Between Resilience and Data Rate", IEEE Transactions on
Automatic Control, 2021.

- R. Kato, A. Cetinkaya, H. Ishii, "Linearization-Based Quantized Stabilization of
Nonlinear Systems Under DoS Attacks", IEEE Transactions on Automatic Control, 2022.

5) Development of model predictive control techniques to counteract jamming attacks:
The technique of solving linear matrix inequalities was expanded to target optimal
control problems for networked control systems that face transmission failures. In
addition, a tree-based multi-scenario approach was developed to achieve so-called
"model predictive control™ of networked systems under potentially malicious packet
losses. Multi-scenario approach allows considering all possible situations regarding
successful or failed transmissions of control commands.

- T. Arauz, J. M. Maestre, A. Cetinkaya, E. F. Camacho, Proc. European Control
Conference, 2021.

- T. Arauz, J. M. Maestre, A. Cetinkaya, C. Stoica Maniu, Proc. IFAC Workshop on
Control Applications of Optimization, 2022.

6) Development of multi-objective search-based approach to achieve secure and efficient
control and data transmission methods: State-dependent attack and defense mechanisms
in a wireless networked control system was investigated. In this system, the
controller®s transmission of control commands to a remote plant via a wireless channel
is subject to jamming attacks. The attacker was assumed to have general access to state
information of the system. In this setting, stability of the networked control system
is shown to be achievable under certain interference power level conditions. Due to
the complex wireless channel model, a multi-objective search-based approach using
genetic algorithms is proposed for identifying dangerous attacks and effective defense
policies, with the controller regulating transmission signal power based on the plant®s
state information. This regulation achieves not only security but also efficiency in
the sense that control commands do not need to be transmitted with highest possible
signal power levels. Via genetic algorithms, the search-based approach can be a useful



method of predicting what jamming attackers may do. The development of multi-objective
approach had practical consequences. The software for the simulation was later used in
evaluating other approaches through benchmark studies.

- A. Cetinkaya, P. Arcaini, H. Ishii, T. Hayakawa, "A Search-Based Approach to
Identifying Jamming Attacks and Defense Policies in Wireless Networked Control™, Proc.
IEEE Conference on Decision and Control, 2020.

7) Game theoretic analysis of jamming attacks in multi-agent systems: A game-theoretic
approach was proposed to study cybersecurity in networked systems. This approach relies
on the so-called "resilient graph problem™. The attacker disrupts the connectivity of
the network by removing edges from the graph, while the defender restores them. Both
sides face energy constraints that limit their actions. Optimal strategies for each
player are characterized by edge connectivity and the graph®"s connected components.
The game is applied to a multi-agent consensus problem, examining how attacks and
recovery actions affect consensus over time. This is important to guess strategic
attackers™ potential actions and to counteract them optimally. The approach was later
extended so as to consider a rolling horizon method for players. This method captures
the notion that attacker and defender can adjust their strategies as they obtain new
insights into the overall process.

- Y. Nugraha, A. Cetinkaya, T. Hayakawa, H. Ishii, Q. Zhu, "Rolling Horizon Games
for Cluster Formation of Resilient Multiagent Systems", Proc. IEEE Conference on
Decision and Control, 2021.

- Y. Nugraha, A. Cetinkaya, T. Hayakawa, H. Ishii, Q. Zhu, "Cluster Formation in
Multiagent Consensus via Dynamic Resilient Graph Games", Proc. IEEE Conference on
Control Technology and Applications.

- Y. Nugraha, A. Cetinkaya, T. Hayakawa, H. Ishii, Q. Zhu, "Rolling horizon games of
resilient networks with non-uniform horizons", European Journal of Control, 2022.

8) Development of an loT testbed and loT software: During the project, an loT system
(called RandomizedTransmissions) was developed. RandomizedTransmissions provides code
for communication between several clients and a server running on loT devices with
Contiki-NG operating system. More specifically, the code enables transmission of sensor
data at random time instants. The code was written in C for the communication part and
Python for data analysis and plotting.
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