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Applications that store secret digital information in devices (equipment)
used by users have a risk of leakage of the secret due to internal analysis by users. In this
research, we proposed a scheme that can prevent information leakage in principle by storing
information in a quantum state. We showed that the probability of obtaining useful information is
negligible even when amplitude amplification by the generalized Grover algorithm is performed on the

guantum state given to the attacker. We also clarified the sufficient conditions for a
non-cryptographic permutation that maximizes the query computational complexity when a quantum
computer is used to find collisions of a double block-length compression function consisting of the
permutation and a random oracle.
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