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Detecting IPv6 network scans with network sensors
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In this work, we establish a methodology to attract IPv6 network scans, in
order to early detect network scans in the wild.
The key idea of the work is to expose IP address block information on sensor networks (i.e, honeynet
and darknet) to the Internet so as to detect them by network scanners. We design and implement the
proposed sensor networks and deploy to real IPv6 Internet. We confirmed that our proposed method
effectively attracts network scans from over the world for more than six months; more than 2000
scans with our method though 5 scans with the traditional method.
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