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Trusted Execution Environment

In this project, we developed a secure distributed machine learning
processing platform, especially focusing on federated learning, designed to protect against the
leakage of privacy information from machine learning models. The core technology is a secure model
aggregation method that allows for the confidential aggregation of user-generated machine learning
models while keeping them masked, that is, it aggregates the models confidentially to any other
participants. This approach not only safeguards against information leakage from the models but also

effectively prevents model tampering. Additionally, by integrating anonymous communication and
trusted execution environments (TEEs), we significantly enhanced the security of distributed
processing and the protection of input data.
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