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We show that hashing operations are possible in superconductor technology and that there is viable
path towards using multiple superconductor logics intelligently in this space. This helps improve
cybersecurity for society while reducing power consumption to support ICT.

The application space for cryptography is an excellent target for

superconductor electronics because it has intensive computational needs and high-power workloads. We

developed the world’ s first superconducting adiabatic SHA-3 block permutation unit chip to
showcase the basic cryptographic hashing operations using adiabatic quantum-flux-parametron (AQFP)
technology. It is a scaled down version of SHA-3 containing over 13,000 superconductor Josephson
junction devices and operated up to 7 GHz with an energy dissipation of about 18.2 aJ/op. A larger
scale chip is undergoing testing. Inspired by these results, we proposed a new architecture that
combines two superconductor technologies: AQFP and RSFQ (rapid single flux quantum) technologies. It

is a transport triggered architecture (TTA) that shows promise in both computational performance
and energy efficiency in post-quantum cryptography benchmarks. This synergistic architecture will
serve as the basis for future projects.

Superconductor electronics, adiabatic computing
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Driven by trends in cloud computing, big data, and the Internet of Things (IoT), there is an
increasing demand for data processing, storage, and transmission. This can be observed

by the growing market size for data centers with trends indicating over $600 billion USD in
growth by 2026 [1]. Studies also suggest that the electricity demand to support information
and communications technology (ICT) will surpass 20% of the total electricity usage by 2030
[1]. The power to continuously perform computationally expensive tasks such as
cryptographic proof-of-work for blockchains is surpassing 140 TWh/year [2]. To combat these
trends, one possibility is to consider alternative computing technologies.

Superconductor digital electronics may pave an avenue towards ultra energy-efficient
computing. Notably, the adiabatic quantum-flux-parametron (AQFP) based on a pair of
superconductor Josephson junction (JJ) devices has been demonstrated to dissipate as little
as 1.4 zJ per device [4] while still operating at GHz clock frequencies. Fig. 1a shows the basic
schematic of the AQFP while illustrating its basic operation. Further, Fig. 1b shows how
multiple AQFPs can be combined to create majority-based logic gates. In previous work, the
very first superconductor adiabatic microprocessor called MANA was built using AQFPs [3].
While it was a significant demonstration, it also revealed challenges such as low integration
density, especially in memory-like circuits such as the register file of the MANA
microprocessor. It also showed how difficult it was to close the numerous data feedback loops
that the microprocessor had while still operating at high clock rates. One approach is to
further develop the AQFP technology and design methodologies to overcome these challenges.
Another approach is to investigate combining AQFP technology with other superconductor
electronics such as RSFQ logic in which their synergistic usage could greatly enhance a
system’s performance. Lastly, another method is to investigate new architectures and/or
specific workloads that are still impactful but greatly showcase the strengths of AQFP and/or
superconductor electronics. In this work, we propose the above as a step towards building
next-generation  performance-rich  energy-efficient computing platforms using
superconductor electronics.

2. WHIEDHK

The objective of this research is to identify meaningful, impactful workloads that
superconductor electronics can tackle and then design a circuit that specifically targets that
workload. In this circuit design, we will consider opportunities to combine and integrate
different superconductor logic families such as AQFP and RSFQ technologies. The
combination of multiple technologies should be done in a synergistic manner such that the
strengths of the corresponding technologies are showcased, further enhancing the overall
performance in handling the target workload. Ultimately, this work addresses the need for
new computing approaches to handle the high electricity demand to support information and
communications technologies (ICT). With significantly lower power consumption to support
ICT with superconductor electronics, society can benefit in a more enhanced form of ICT that
has lower negative impact on the environment we live in today.
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Fig. 1: Basic operation of the AQFP. (a) The schematic of the AQFP with a corresponding illustration of how data is
represented in terms of positive (logic ‘1) and negative current (logic ‘0’) along with a typical logic symbol. (b) Logic
gates are built by combining multiple AQFPs through an inductor network where the output currents of each AQFP
are summed up creating natural majority logic gates.
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Fig. 2: AQFP SHA-3 block permutation unit chip. (a) Main components of the chip. (b) Debug shift registers (SRs)

for each clocked column.
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Fig. 3: Serialized experimental input and output waveforms operating at 7 GHz in 4.2 K liquid He. The output
waveforms are the intermediate permutation results as Xois absorbed and later as X;sis absorbed.

3. WO Hik

The approach for this research project was implemented through 4 driving tasks:

Task 1 (T1): Project discovery

In this task, we will prepare a design, simulation, and analysis environment to support novel
superconductor devices. We will ramp up our fundamental knowledge on SFQ, AQFP, and
cryotrons. A new compute server will be purchased to perform research tasks.

Task 2 (T2): Superconductor technology analysis

We will investigate each technology and identify their strengths and weaknesses. We will
also try to find new operation modes and/or use unexploited phenomena. This includes
performing analog simulation using Python scripts and freely available superconductor
circuit simulations such as JoSIM.

Task 3 (T3): Architecture analysis

We will conduct design studies on architecture candidates and may also develop completely
new architectures considering the results from task 2. This includes modeling some
architectures using a hardware description language (HDL) such as Verilog or VHDL and
running high-level simulations in tools such as Siemens ModelSim.

Task 4 (T4): Prototype accelerator development

This period will focus on the design, implementation, and demonstration of a chosen
accelerator at a small prototype scale. The design will be done in industry-leading integrated
circuit (IC) design tools such as Cadence Virtuoso available through the VDEC program in
Japan. We will also comprehensively outline the technical needs for future VLSI scaling.
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Fig. 4: Conceptual diagram of a hybrid AQFP/RSFQ-based transport triggered architecture (TTA) processor.
Functional units such as adders/subtractors/bitwise logic units are implemented in energy-efficient AQFP logic. The
data transport and control network are implemented using RSFQ and PTLs. Between the data transport and the
functional units are RSFQ-AQFP and AQFP-RSFQ interfaces.
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Our investigation determined that the application space of cryptography might be worth
pursuing for superconductor electronics. One of the most intensive, power consumption heavy
forms of computation is the “proof-of-work” operation in the block validation of Bitcoin. The
proof-of-work alone uses over 140 TWh/year [2]. The proof-of-work requires performing
numerous hashing operations from the SHA-2 algorithm. We looked at the operations for the
next generation hashing algorithm known as SHA-3 and realized it was a very good fit for
superconductor electronics because (1) data feedback is regularly and simple to design, (2)
the control circuit is a straightforward counter, and (3) there is usually no need for centralized
memory (like the very large footprint register file in the MANA demo) to perform the hashing
algorithm. We developed a demo chip that implements a scaled down version of SHA-3’s block
permutation unit which carries out the hashing state transformations. The chip comprises
over 13,000 JJs on a 7 mm x 7 mm die as shown in Fig. 2. It successfully operated in liquid
He up to 7 GHz with an estimated energy dissipation of 18.2 ad/op. Output waveforms
showing the intermediate results of the permutation unit are shown in Fig. 3. This is the
largest AQFP chip ever demonstrated at GHz clock frequencies and shows that AQFP
technology is very capable of performing hashing operations popular for cybersecurity.

Next, we proposed a transport triggered architecture (TTA) based on a synergistic blend of
AQFP and RSFQ technologies. TTA recently caught attention because of its superior
performance in post-quantum cryptography benchmarks versus RISC-V implementations [4].
Fig. 4 illustrates our proposal where several small functional units that carry out
computation operations are implemented in AQFP to leverage their parallel-friendly clock
network and extremely low power dissipation. These functional units are all connected to a
high-speed serialized transport network implemented in RSFQ technology to leverage
ballistic passive transmission line signal delivery and ultra-high-speed clock rates suitable
for fast serialization/deserialization of data. This architecture will serve the basis for follow-
on projects in the future towards low power dissipation cybersecurity acceleration as we
become a more information-centric society where data privacy and security are becoming
more and more important.
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