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Study of a Strong FUF for Light Weight Authentication without Cryptography
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Strong PUFs are researched for low energy consumption and fast
authentication of connected things. Based on the SPN architecture proposed by a group of primary
researchor of this project, techniques of response accumulation, blending, additional rounds are
newly developed. And response bit width is extended from conventional 1bit to 5bit and as large as
100bit.

Experimental results demonstrated world record machine learning attack resiliency of 40million CRP
learning and 1billion bit learning. Energy consumption of 2.17pJ/bit and throughput of 3.7bit/cycle
far exceeded those of previous works. To solve bit error problem, hot carrier Injection

Sﬁgbilization has been applied. And zero-bit error (error rate<2E-8) was fist achieved as a strong

PUF
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