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In_this study, we developed a model to evaluate the effectiveness of
high-reliability technologies, "Hybrid Communication Protocol™ and "Bus Enforcer," against harmonic
noise in the standard vehicular network CAN (Controller Area Network). We employed a combination of
experimental, simulation, and mathematical models to examine the evaluation methods. The results
demonstrated the effectiveness of the Hybrid Communication Protocol through a reliability evaluation

model that focuses on the time until the network reaches bus off and its availability. Furthermore,
the Bus Enforcer showed that bus control by the Enforcer is feasible for up to approximately 100
nodes in the assumed error scenarios.
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