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Comprehensive security evaluation for side-channel attacks by evaluating the
amount of information leakage
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A side-channel attack focuses on side information emitted from the system
unintentionally and is regarded as a serious threat to many practical computer systems. For the
comprehensive evaluation of security against side-channel attacks, this study develops a means to
evaluate the amount of information that leaks out from the system.

Investigations are made to derive formulas for the amount of leaked information in a classic
(non-quantitative) framework, and some measures are proposed to reduce the amount in several
side-channel attacks. The study also focuses on the relationship between the subject and quantum
computers and investigates post-quantum crypt techniques and quantum algorithms also.
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1: WOTS
w | key/sig size Winternitz ZS-0TS MS-OTS (proposed)
wL I KeyGen Sig/Ver. b KeyGen  Sig./Ver. I KeyGen Sig./Ver.

67 17,152 16 1,005 502 8 1,072 536 16 1,005 502

35 14,080 32 1,705 852 14 1,540 770 28 1,485 742

45 11,520 64 2,835 1.417 29 2,610 1,305 59 2,610 1,305

39 9,984 128 4953 2,476 55 4.290 2,145 111 4290 2,145

34 8,704 256 8,670 4,335 113 7,684 3,842 227 7,684 3,842

31 7,936 512 15.841 7.920 194 12,028 6,014 389 12,028 6,014

28 7,168 1,024 28.644 14,322 376 21,056 10,528 752 21,028 10,514

26 6,656 2,048 53,222 26,611 637 33,124 16,562 | 1,275 33,124 16,562

24 6,144 4,096 98,280 49,140 | 1,185 56,880 28,440 | 2,370 56,856 28,428
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difficulty (the number of hash computations)
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6 F A=(524288,2.000), t = 0.500N, 6 = x/4 i
B=(415705.2.522), t = 0.396N, 6 = 0.681 |
s C=(2621442.000), 1 = 0250V, 6= /6 I
D=(134378,2.522), t = 0.128N, 8 = 0.366
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